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Introduction

The Joint Personnel Adjudication System (JPAS) represents a major technological leap for
Department of Defense (DoD) personnel security professionals worldwide. It is a DoD system
that will use the Web to connect security personnel around the world with a database managed by
DoD Agency Central Adjudication Facilities (CAF).

JPAS is the Department of Defense (DoD) personnel security migration system:
= providing the virtual consolidation of the DoD Central Adjudication Facilities (CAF)

= for use by non-SCI security program managers, Special Security Officers, Special Access
Program (SAP) program managers, and DoD contractor security officers

= that will use a centralized database with centralized computer processing and application
programs for standardized DoD personnel security processes.

JPAS provides "real-time" information regarding clearance, access and investigative status to
authorized DoD security personnel and other interfacing organizations such as the Defense
Security Service, Defense Manpower Data Center, Defense Civilian Personnel Management
System, Office of Personnel Management, and Air Force Personnel Center.

JPAS is comprised of two major subsystems, the Joint Adjudication Management System (JAMS)
and the Joint Clearance and Access Verification System (JCAVS).

JPAS = JAMS + JCAVS

JAMS provides Central Adjudication Facilities (CAFs) a single information system to assist in the
adjudication process and standardizes core DoD Adjudication processes. JAMS is used by
adjudicators to record eligibility determinations and command access decisions, and promotes
reciprocity between the DoD CAFs.

JCAVS provides security personnel the ability to constantly update clearance and access
information in real time to ensure that the most current clearance information is available
throughout DoD. JCAVS promotes interoperability/interconnectivity with the following
information systems:

Defense Security Service (DSS)

Office of Personnel Management (OPM)

Defense Enrollment Eligibility Reporting System (DEERS)
Defense Civilian Personnel Management System (DCPMS)
Air Force Personnel Center (AFPC)

DoD CRIM/IG (investigative data)

Defense Finance Accounting System (DFAS)
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The advent of JPAS creates the necessity for change to our current terminology. Currently we use
such terms as “security clearance.” JPAS will speak in terms of eligibility and access instead of
personnel security clearance. It will remain the government’s responsibility to issue eligibility to
an individual, but only the security officer can assign one’s access level in JCAVS.

JCAVS uses “User Levels” to control functionality and the information displayed. The users of
each level, functionality and eligibility requirement are defined as:

- LEVEL 2 - Sensitive Compartmented Information (SCI) security personnel at unified
command, DoD agency, military department or major command/equivalent headquarters.
For industry, usually the Chief Security Officer at the corporate level, Special Security
Officer (SSO) or Contractor Special Security Officer (CSSO). Provides Read and Write
Access.

- LEVEL 3 - SCI security personnel subordinate to Level 2 at a particular geographic
location (installation, base, post, naval vessel or facility). Provides Read and Write
Access.

- LEVEL 4 - Non-SCI security personnel at unified command, DoD agency, military
department or major command/equivalent headquarters. For industry, corporate FSOs
(non-SCl). Provides Read and Write Access.

- LEVEL 5 - Non-SCI security personnel subordinate to Level 4 at a particular geographic
location (installation, base, post, and naval vessel). For industry Company FSOs /
Managers (non-SCI). Provides Read and Write Access.

- LEVEL 6 - Unit security manager (additional duty) responsible for security functions as
determined by responsible senior security official. For industry, Unit Security Managers /
Visitor Control. Provides Read and Write Access.

- LEVEL 7 - Non-SCI Entry control personnel. Individuals who grant access to
installations, buildings, etc. For industry, lobby receptionists, security entry point
personnel (non-SCI). Provides Read Only Access.

- LEVEL 8 - SCI Entry control personnel. Individuals who grant access to Sensitive
Compartmented Information Facility (SCIF) installations, buildings, etc. For industry,
lobby receptionists, security entry point (SCI). Provides Read Only Access.

- LEVEL 10 - Visitor Management. Level 10 users will have the same view of the JCAVS
Person Summary as a JCAVS Level 7 User. They will receive Visit Notifications when
their Security Management Office (SMO) is being notified of a visit. A Level 10 User
may not be an Account Manager, create or delete an account at any level.

Each level has a requirement for an investigation and eligibility. SCI levels require
access. For particular investigation and eligibility as they pertain to account levels,
contact your Account manager, functional representative or the DoD Security Services
Center for guidance.

NOTE: The term non-SCI refers to collateral information.
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Remember: This Desktop Resource addresses instructions on the use of the
JCAVS. Itis an instructional tool only and is not meant to dictate policy.

For additional questions, clarification and/or points of contact, please see the JPAS website:
HTTPS://jpas.dsis.dod.mil
or
HTTPS://diss.dsis.dod.mil/portal/appmanager/gateway/diss

Screen shots used are for demonstration purposes only.
(Names may not match throughout each scenario.)
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Section 1 - Login

Logging On to JPAS
To log onto JPAS:

1. Open your browser and enter the address of the JPAS Gateway home page, https://jpas.dsis.dod.mil/,
in the address window. Press Enter. The JPAS Gateway home page appears (Figure 1).

Figure 1: JPAS Gateway Home Page

Joint Personnel Adjudication System (JPAS)

| TRAMSITION | ACES | CONTACTUS

B

o s

== HEW Important message from the PM << Today is Wednesday, June 01, ZD-DS

T |
e st L SN Welcome to the JPAS Gateway
— |1 10int Personnel Adjudication System (IPAS) represents a major
NN (N (<) Nl technological leap for Department of Defense (DoD) personnel security
_— g rofessionals worldwide, Itis a DoD system that will use the NIPRMET to
JPAS NEWS connect security personnel around the world with a database managed by
DoD Agency Central Adjudication Facilities (CAFs).
This site was created to assist users with setting up the JPAS Gateway, to
troubleshoot any problems, and for housing JPAS application updates, If you
have any additional questions or problems please feel free to contact us and
we will be happy to assist you,
Access Request Documentation FAQsS
- JANS Form - Latest Release Notes - General FAGQs
- JCAYS Form for DoD - Release Motes Archive - Application
- JCAVS Form for Industry - JPAS Troubleshooting - Systern Errors
- HelpDesk Forms - more Documentation links - Industry
- Llser Reports
- PEI
-TPRs
Industrial Info POCs Policy
GENERAL SITE INFO
- MNETLORG Reqs - Arriy - Documentation
. - Corporate Policies - hany
ort - Implementation Checklist - Air Force
- Walidation Checklist - Marines
- 15L05L-1 - ISL 04502 - PO
- Recognition - JPAS HelpDesk
-ihat is eQIP
System Info Test Problem Reports Training
- JPAS Memos - TPR Cnline Farm - JITAFAQE
- Description Req - TPR Printable Form - JITA Online Training
- Bystern Reg - V&Y TPR Procedures - JCAVS Deskiop Resource
- Account Mgmt. Policy - TPR Purpose - Future f Accomplished
- JPAS Approval Mermo - Nawy JCAVS Training
- Arrry JCAVS Training

2. Click the JPAS LOGIN link on the left side of the home page. The JPAS disclosure screen appears
(Figure 2).
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Figure 2: JPAS Disclosure Screen

Joint Personnel Adjudication System

(JPAS)

UNDER THE PRIVACY ACT OF 1974, YOU MUST SAFEGUARD PERSONNEL INFORMATION RETRIEVED THROUGH THIS SYSTEM.
DISCLOSURE OF INFORMATION IS 1AW AFI 37-132, AFI 33 219 AND PL 93 .579.

HWARNING!!

This is a Department of Defense computer system. This J: system, including all related equif networks, and network devices (specifically
incinding Internet access), are provided only for authorized U.5. Government nse. DoD computer systems may be monitored for afl iawful purposes,
including to ensure that their use is authorized, for management of the system, to facilitate protection against unauthorized access, and to verify security
procedures, survivabiiity, and operational security. Monitoring includes active attacks by authorized DoD entities to test or verifyy the security of this
system. During monitoring, information may be examined, recorded, copied and used for authorized purposes. All information, including personal
Information, placed on or sent over this system may be monitored.

Use of this DoD computer system, authorized or unauthorized, constitutes consent to monitoring of this system. Unauthorized use may subject you to
criminal prosecution. Evidence of horized use colh { during itoring may be used for administrative, critninal, or other adverse action. Use of
this system constitutes consent to monitoring for these purposes.

AGREE DISAGREE

NOTE:

The JPAS disclosure screen contains a message reminding you that JPAS is a highly secure
system available only to authorized users. You must agree to all of the requirements stated in
this message in order to gain access to the system. To consent to these requirements and
proceed to the next step, select the AGREE button. If you are unable to comply with these
requirements for any reason, select the DISAGREE button.

3. Click AGREE. The JPAS log in screen appears (Figure 3).
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Figure 3: JPAS Log In Screen

Joint Personnel Adjudication System

(JPAS)

‘ User ID: ‘l ‘ Password: ||
‘ LOG IN ‘ CANCEL ‘ You have 5 minutes until this screen times out!

Notice: This is an Official U.S. Govemment intemet system for authorized use only. Do not Discuss, Enter, Transfer, Pracess, or Transmit Classified/Sensitive Mational
Security information of greater sensitivity than that for which this systern is authorized. Use of this system constitutes consent to security testing and monitoring. You are
further advised that system administrators may provide evidence of possible criminal activity identified during such monitoring to appropriate law enforcement officials.
Unauthorized atterpts to upload infarmation or change information on this service are strictly prohibited and may be punishable under the Computer Fraud and Abuse Act
of 1986, If you do not consent to monitoring, exit this system now. Unauthorized use could result in criminal prosecution.

4. Type your User ID and Password in the appropriate text boxes. Remember that User ID and
Passwords are case-sensitive.

5. Click LOG IN. The Choose Category/Level screen appears (Figure 4).

NOTE: Your eligibility and investigation are validated when you log onto the system. If you do not
meet the necessary requirements, you will not be granted access to the system.

NOTE: A Password Expired message will appear the first time you log onto the system. Click OK and
complete the steps described under Creating a Permanent Password below. If you already
have a permanent password, skip to Choosing Category/Level on the next page.

Creating a Permanent Password

When your user account was created, the system automatically generated a temporary password for you. If
this is the first time that you are logging onto the system, enter the User ID and temporary Password that
has been given to you by the account manager who created your account. When you see the Password
Expired message, select OK to open the Change Password dialog box. Here you must change the
temporary password to a permanent one of your choice. Please follow these guidelines in creating your
new password:

e Passwords are case-sensitive.

e Passwords must be between 10 and 20 characters in length.

e Passwords must contain at least two different lowercase letters, two different
uppercase letters, two different numbers, and two different special characters.

e The new password can not be the same as any of the previous 10 passwords.

e The new password can not be any password used in the previous 18 months.
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Once you have entered your new, permanent password, follow the prompts to confirm your new password

and proceed to the next step. Be sure to protect the security of your password according to the policies of
your organization.

Choosing a Category/Level

The JCAVS Choose Category/Level screen (Figure 4) is where you select the category or level that has
been assigned to you. Your assigned level and category determine the menu options available to you.

NOTE: If you are assigned to a single Person Category and a single Level, the Welcome screen and
Main Menu appear instead.

Table 1 identifies JCAVS levels and their associated functions and responsibilities.

Table 1: JCAVS Levels, Functions, and Responsibilities

Levels Functions/Titles
Account Manager Add, Modify, and Remove JCAVS user
Levels 2 and 3 SCI Personnel Security Professionals
Levels 4 and 5 Non-SCI Personnel Security Professionals
Level 6 Unit Security Manager
Level 7 (Read only) Entry Control Personnel (Non-SCI)
Level 8 (Read only) Entry Controller (SCI)
Level 10 (Visits only) Visitor Control
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Figure 4: Choose Category/Level screen

J;:— JPAS Choose Category/Role - Netscape

_ =] x|
File Edt Yiew Go Communicator Help
IRy =|
M J'Bookmarks \& Netsite:lhtlps."/204.230.205.ZDU:’JPASJservIEtcham.eds.\pas.clienl.sew\ets.JF’ASLoginSBrvIEt jﬁl'w’hal'sﬂalatad

1] Choose Category/Level

User ID: artrmasg

Person Category: IC - Active Duty =
Level: IAccuunt Manager =

o]

MNotice: Underthe Privacy Act of 1974, you must safeguard persannel infarmation retrieved thraugh this system. Disclasure of infarmation is governed by Title &, United
States Code, Section 552a Public Law 93-679, DoDD 540011, DoDR 5400.11-R and the applicable service directives

5 == |Document: Done EE = R

To choose a category and level:

1. Click the Person Category drop-down arrow and select your category.

2. Click the Level drop-down arrow and select your user level.

NOTE: Select Account Manager to create/update/deactivate a Security Management Office (SMO);
add, modify, remove, log off, lock or unlock another user’s account; or reset a user’s password.

3. Click OK. The Welcome screen and Main Menu appear (Figure 5).

Note: The Welcome screen will display the last successful and unsuccessful logon time and date
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JCAVS Welcome Screen and Main Menu

The JCAVS Welcome screen and Main Menu indicates you have successfully logged into JCAVS.

Welcome Screen

Your user ID and access level are displayed on the Welcome screen. The Welcome screen will also display
the last successful and unsuccessful logon time and date

Main Menu

From the Main Menu, you can navigate to different system functions using the options listed on the Main
Menu displayed to the left of the Welcome screen.

Figure 5: JCAVS Welcome screen and Main Menu

/2§ ICAYS Frameset - Microsoft Internet Explorer l -|= ﬂ‘
File Edit ‘View Favorites Tools  Help | o
(O - O - [x] & D] Pz Lorwnes @ (- L3 JE B
IAddress [ hitp:fiocainost ia0as pasTrainingjCommonyframe. jsp B |L|nks o
J] Google - [ lsearch - & | 50 Shzzsbocked | M check - N Autelink - auccrl [ options |@ -

=

Welcome to the Joint Clearance and Access Verification DSSA Training System

Main Menu |y

(JCAVS)
Select Person
View SMO You are logged in as User:
CreateModify Visit
Notifications » trainer
Reports »
A Numb
,,;::::l i Trainer - Level 2
Home
Manage Invest Rqsts b OWNSCICODE - Training Organization, Level 2

Chg Password
(T::luu:ii::egnryn_ml Change current Time Zone, Office Symbol or Phone Mumber

Logout

>>>>> Your password will expire in 8 days. <<<<<
>>>>> Office Information has not been updated for this Category. <<<<<
Last Successful Logm: 2006 07 31 3:47 PM
Last Unsuccessful Login: 2006 07 31 3:46 PM

Please select an item from the menu on the left to continue.

Do NOT use the hrowser Forward and Back buttons to navigate through the JPAS screens. Use the JPAS screen buttons or the Main Menu instead.

Notice: Undst the Privacy Act of 1974, you must safeguard petsonnsl information retrieved through this system. Disclosurs of information is govemed by Title 5, Unitsd States Cods, Section
332a Public Law 93-579, DoDD 3400011, DoDR 5400.11-R and the applicable service directives.
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Office Information

You can change or update office information for a user’s Person Category by selecting the Change
current Time Zone, Office Symbol or Phone Number link located in the middle of the Welcome screen.

Entering Office Information

To enter office information:

6. Click on the Change current Time Zone, Office Symbol or Phone Number link. The Change
Office Symbol/Telephone Number/Time Zone screen appears (Figure 6).

7. If applicable, type the new office symbol in the New Office Symbol text box.

8. From the User’s Current Time Zone drop-down list select the correct Time Zone. The Current
Time Zone is automatically populated with the selected time zone.

9. Type the appropriate information in the text boxes across the Commercial row under the headings:
Country Code, Area Code, Prefix and Exchange, and Extension.

10. If applicable, type the appropriate information in the text boxes across the DSN row under the
headings Country Code, and Prefix and Exchange.

11. Click Save. The JCAVS Welcome screen and Main Menu appears.

Figure 6: Change Office Symbol/Telephone Number/Time Zone screen

7 ICAYS Main Screen - Netscape A8 - |=] x|

42 Bt mas 80 H =]

" Bookmarks A Metsite: hitps: /204 230 206 200/JPAS servists/som eds pas client servlsts | PAS ChnseRoleS ervist | @77 what's Related

=l|1 Change Office SymboliTelephone Number/Time Zone
e
BENSON, JOSEPH T

SSN: Grade: O3 Category: Active Duty - Officer (USAF)
Select Person New Office SymhnI:ICCJZ User's Current Time Zone: j
Maintain Secu Enter New Phone Numbers Below:

Country Code *Area Code *Prefix and Exchang E
Tutorial “Commercial: | | |
Logout
osn: | |F2B4567
SAVE CAMCEL

Notice: Underthe Privacy Act of 1974, you must safeguard persannel infarmation retrieved through this system. Disclosure of infarmation is
governed by Title 5, United States Code, Section 552a Public Law 93-579, DoDD 5400.11, DoDR 5400.11-R and the applicable service directives

g =p=| |Document: Dane Sl W P E5 N2 |
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Intentionally left blank
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Section 2 — How to Lookup a Record

Introduction

JPAS was developed so that a person’s eligibility, access, and investigation type could be
verified. Within JPAS, you will be able to lookup anyone’s record and determine whether or not
they have a current eligibility as long as you have their Social Security Number (SSN).

NOTE: JPAS was not designed to lookup a person’s eligibility prior to hiring. You
cannot use JPAS for any part of the personnel hiring process.

Instructions
1. Loginas a User.
2. Click on Select Person (column on left) to display the Select Person screen (Figure 7).

Figure 7: Select Person screen

Select Person

“SSN: |
Last Name:
First Name: [

Middle Name:

Display Person Summary: &
Display abbrev. Person Summary with VISIT Info: O
Display Add/Modify Non-DoD Person: O

Display SII:

MNotice: Underthe Privacy Act of 1974, you must safeguard personnel infarmation retrieved through this system. Disclosure of infarmation is governed by Title 5, United
States Code, Section 552a Public Law 93-579, DoDD 5400.11, DoDR 5400.11-F and the applicable service directives.

3. Enter the person’s SSN.
4. Select the Display Person Summary radio button.
5. Click the gray Display button to display the Person Summary screen (Figure8).
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Figure 8: Person Summary screen

[l Person Summary

RED, ERIC A
Person Category Active Duty - Enlisted (USAF) »

SSN:995-82-6610 Date of Binth: 157207 22
Open Investigatio Marital Status: N/A
PS0 Semt Dat Place of Birth: Maine

Anestation Date: Citizenship:U.S. Citizen
NdA Signed: Yes

NdS Signed: Yes
Polygraph: N/A

Foreign Relation: A

Accesses
Active Duty - Enlisted (USAF) Top Secret NATO § No Sl
Public Trust: N/& TK
Child Care: N/A G
HCS

Access Number; VA

Person Category Information

Category Classification: N/A
Organization: EEQUFHGC, 25 INFO OPNS SQ, Hurlburt Field, Hurburt Field, FL, 32544
Organization Status: N/A
Occupation Code: K1AS51E Separation Date: 2007 01 11
SCI SMO: /A
Non-SCI SMO:N/A

Servicing SMO: Yas

Grade: 6
PS:N/A
RNLTD: N/A
Office Phone DSN: N/A
TAFMSD: 1992 05 26
Proj. Depanure Date: N/A
Proj. VICRUC/PASCODE: N/A

Separation Sta
Interim: N/

epoit Incident In Out Process

Investigation Summary
SBPR from DSS, Opened: 1999 12 28 Closed 2001 03 20
SSBI from DSS, Opened: 1992 12 23 Closed 1992 12 23

Adjudication Summary

PSI Adjudication of SBPR DSS, Opened 1939 12 28, Closed 2001 03 20, determined Eligibility of SCI - DCID 6/4 on 2001 05 22
AFCAF

PSI Adjudication of SBPR DSS, Opened 1999 12 28, Closed 2001 03 20, determined Eligibility of SCI - DCID &/4 on 2001 05 22
AFCAF

External Interfaces
Perform SIl Search ool

Notice: Under the Privacy Act of 1974, you must safeguard personnel information retneved through this system. Disclosure of information is governed by Title 5, United
States Code, Section §52a Public Law 93-579, DoDD 5400.11, DoDR 5400.11-R and the applicable semvice directives

6. The person’s Person Summary screen should appear with the person’s name printed at the
top.
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7. The Personal Identification Data section of the Person Summary screen will display the
Person Category drop down menu and other fields such as SSN, Date of Birth ,Open
Investigation, Marital Status, PSQ Sent Date, Place of Birth, Attestation Date,
Citizenship, and Incident Report. (This is not an all inclusive list.)

8. The second section of the Person Summary screen called the Accesses Section will display
access information that is presented in columns by Person Category. If no information exists
for any Person Category, the column does not display. Under this section you will normally
see 4 columns: Category, PSP, Suitability and Trustworthiness and SCI. If you have a
PSM Net relationship and the member meets requirements for indoctrination, you will see
an Available Action column.

9. The third section of the Person Summary screen, called the Person Category Information
section, will appear only if an individual has a Person Category. Information displayed is
based on the category selection made in the Personal Identification Data section. Some of
the types of information you will see when you change a category are: the Organization
assigned to that category, the non-SCI SMO and/or the SCI SMO for that category,
Separation status, etc. If you're updating information in this section, ensure the correct
category is selected in the Personal Identification Data Section.

10. At the bottom of the Person Summary screen, you will find the Investigation Summary,
the Adjudication Summary and the External Interfaces sections.

11. To get out of the Person Summary screen, you will have to make a new selection from the
main menu.
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Section 3 - Account Manager Functions

Maintaining a Security Management Office

PSM Net is based on security relationships with individual Person Categories instead of units or
organizations. A Security Management Office (SMO) is associated with the personnel for whom the
Person Categories have responsibility.

Creating a Security Management Office

1. On the Main Menu, click on the Maintain Security Management Office link. The Security
Management Office Search screen appears (Figure 9).

Figure 9: Security Management Office Search screen

- JCAVS Main Screen - Netscape =R
File Edit View Go Communicator Help
4 AN m BB E ! |
7| w7 Bookmarks  f  Metsite:fttps:/204 230 206 200/IPAS servists som eds [pas client servists. | PAS ChanseRoleS ervist | @77 what's Related I

“WebMail Calendar Radia People Yellow Pages Download Customize..
=|1 Security Management Office Search

*Enter Search Criteria:

Code: |ch0003

Name:l
Select Person anatinn:l
Maintain Secul

Search Reset
—— Records 1- 1 of 1, Page 1 of 1
% Click on Code link below in order to select SMO
ogou
SMOCode | SMOName SO Locarion
CB0003 AUTLFCMG 0089 SECURITY FORCES 5@, Level 2 AMDREWS AFE, MD
CANCEL

MNotice: Under the Privacy Act of 1974, you must safeguard personnel information retrieved through this system. Disclosure of information is
governed by Title 5, United States Code, Section 552a Public Law 93-579, DoDD 5400.11, DoDR 5400.11-R and the applicable service directives.

|Document: Daone S = = 2

2. Enter the SMO Code for your organization in the Code text box and click Add. (This option is not
shown in Figure 9).

3. The Security Management Office Maintenance screen appears with a message window directing you
to enter the required fields to add to the SMO (Figure 10).
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Figure 10: Security Management Office Maintenance screen

2 JCAYS Main Screen - Microsoft Internet Explorer _|& 5!'
S | e

ey o [ @ S " i ’

IGBack © - ¥ & ‘ ) ssareh 2 Favortes @ edia (52)

Address |@'] https: {fipasapp.dsis.dod.mil{PAS serviets/com.eds. jpas.client. servlets, PASChooseRoleServiet ER= |Links »

3 3

?| Security Management Office Maintenance
*SMO Cn(le:|123XX)<
*SMO Nmne:l
*SMO Locnlion:l
Select Person
Maintain SMO ‘Sewice-"Agency:lDD - Department of Defense j
Home “Office Level:l -
Chg Password
Ch: CategorylLevel “Active Date:l ﬁl Deactivate Date: Deactivate: [
I::::I *Commercial Phone:l Commercial Fax: DSN Phone:
Email: =]
=
"B" Designation: [ NRO Designation: [~ Service Secretary Designation: [~
Polygraph Designation: [ OSIVES Designation: [

Active Parent SMO(s)

Microsoft Internet Explorer x| ;
| Code ] Mame | Begin Date | _End Date
! 5 Please enter required filds to add.  fionships |

Affiliated Users: Wiew

Save Delete Cancel

MNotice: Under the Privacy Act of 1974, you must safeguard personnel information retrieved through this system. Disclosure of information is govemed by Title 5, United States Code, Section
£52a Public Law 93-579, DoDD 5400.11, DoDR 5400.11-R and the applicable serice directives.

4. Click OK.

5. Type the SMO name in the SMO Name text box.

6. Type the location of the SMO in the SMO Location text box.

7. Click on the Service/Agency down arrow and select the appropriate service or agency.
8. Click on the Office Level down arrow and select the appropriate level.

9. Type the appropriate date in the Active Date text box.

10. Type the commercial phone number in the Commercial Phone text box.
11. Type the commercial fax number in the Commercial Fax text box.

12. Type the DSN Phone number in the DSN Phone text box.

13. Type in the email address in the Email text box.

14. If applicable, click the appropriate Designation.

To add a parent relationship, complete steps 15-21:

15. Click Save. The SMO is created and the screen refreshes.
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16. Click on the Add/Maintain Parent Relationships button. The Security Management Office Parent
Maintenance screen appears (Figure 11).

17. Click the Search For A New Parent button. The Security Management Office Search screen appears
(Figure 9).

18. Type your SMO Code in the Code text box and click Search.

19. Click the appropriate SMO Code from the SMO Code list. The Security Management Office Parent
Maintenance screen reappears (Figure 11).

20. Type in the appropriate date (Format: YYYY MM DD) in the Begin Date text box. If applicable, type
the appropriate end date in the End Date text box.

21. Click Save. The Security Management Office Parent Maintenance screen is refreshed with the parent
organization added to the upper portion of the screen.

Figure 11: Security Management Office Parent Maintenance screen
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Updating a Security Management Office

1.

On the Main Menu, click Maintain Security Management Office. The Security Management Office
Search screen appears (Figure 9).

Type the SMO Code in the Code text box and click Search. The screen refreshes and displays a list of
all Security Management Offices that matches the search query.

Click the link for the code that matches the SMO. The Security Management Office Maintenance
screen for the selected SMO Code appears.

Update the necessary data.

Click Save. The Security Management Office Maintenance screen refreshes with updated data.

Deactivating a Security Management Office

1.

Click Maintain Security Management Office Search on the Main Menu. The Security Management
Office Search screen appears (Figure 9).

Type the SMO Code of the Security Management Office to be deactivated in the Code text box and
click Search. The screen refreshes and displays a list of all Security Management Offices that match
the search query.

Click on the link for the code that matches the appropriate Security Management Office. The Security
Management Office Maintenance screen appears (Figure 11).

Click on the check box next to Deactivate.

Click Save. A message regarding the SMO update is displayed. Click OK. The SMO is deactivated
and the deactivation date is displayed.
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User Maintenance

The Select Person screen (Figure 7) allows you to select the record of an individual from within the
application.

Selecting a Person

The recommended way to select a record is for the user to type in the individual’s Social Security Number
(SSN) and click the DISPLAY button. The SSN is compared to all records in the database until a match is
found. The Person Summary screen (Figure 8) will appear with the data associated to the individual.

To select the person whose data you need to access:

1. On the Main Menu, click Select Person. The Select Person screen appears (Figure 7).

2. Type the SSN of the person whose record you want to view and click Display. The
Add/Modify/Remove JCAVS User screen appears (Figures 12a and b).

Adding, Modifying, or Removing a JCAVS User’s Account

The Add/Modify/Remove JCAVS User screen (Figures 12a and b) allows Account Managers to add and
modify JCAVS user levels, or remove a JCAVS User ID from the JPAS system. Account Managers can
assign the user’s level and identify any special privileges or permissions (e-QIP) that apply to the user. The
screen also allows the account manager to reset user passwords, lock and unlock accounts, and log users
out of the application.

Figure 12a: Add/Modify/Remove JCAVS User screen
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Figure 12b: Add/Modify/Remove JCAVS User screen (bottom)
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Adding a JCAVS User’s Account
To add a user’s account:

1. From the Category drop-down list, select the desired category. When a category is selected
from the Category drop-down list, the Grade field automatically populates.

2. Click on the drop down arrow next to the Level box and select the appropriate level(s). Users
may be assigned to more than one level.

3. Click on the Select SMO button to select the Security Management Office for this user level.
The Security Management Office Search screen appears (Figure 9).

4. Type in the SMO Code into the Code text box and click Search. The screen refreshes and the
results of the search are displayed in the lower portion of the screen.

5. Click on the link for the appropriate SMO. The Add/Modify/Remove JCAVS User screen
(Figure 12a) returns with the selected SMO displayed in the SMO field.

6. Click on the Add/Update Level button to add the level. The selection is made and the screen
is refreshed.

7. If required, select the Account Manager check box (Figure 4). Note: Levels 7 and 8 users
cannot be account managers.

8. If required, select a special privilege under the Identify Special Privileges section or None,
if none is required.
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10.

11.

If required, select permission under the Identify Investigation Request Permissions section
(e-QIP).
Select the Add radio button and click Save. The screen refreshes with the new User ID and

password. The User ID is located on the Add/Modify/Remove JCAVS User screen. The
password is located in the message box.

The user’s eligibility and investigation are validated when you click the Save button. If a user
does not meet the requirements for their assigned user level, the system generates an error
message. The record is not saved until the user level is corrected or meets the required
eligibility and investigation.

Modifying a JCAVS User’s Account
An account manager can modify the record of a JPAS user. To modify a user’s account:

1.
2.

o g &~ w

On the Main Menu, click Select Person. The Select Person screen appears (Figure 7).

Type the SSN of the JCAV'S user whose account is to be modified and click Display. The
Add/Modify/Remove JCAVS User screen appears (Figures 12a and b).

From the Category drop-down list, select the appropriate category to modify.
From the Level drop-down list, select the appropriate level to modify.

Modify the appropriate fields.

Scroll to the bottom of the screen, select the Modify radio button and click Save.

Removing a JCAVS User’s Account
A JPAS user whose account has been removed no longer has access to JPAS or any of its
components. To remove a user account:

1.
2.

On the Main Menu, click Select Person. The Select Person screen appears (Figure 7).

Type the SSN of the JCAVS user whose account you wish to remove and click Display. The
Add/Modify/Remove JCAVS User screen appears (Figures 12a and b).

From the Category drop-down list, select the appropriate category to be removed.

Scroll to the bottom of the screen, select the Remove radio button and click Save.
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Passwords

When a user is added to the JPAS system, a temporary password is generated. This password
must be changed when the user logs in for the first time because system-generated passwords can
only be used once. Users are also required to change their password every 60 days - or more
often, if he or she deems it necessary, by selecting the Change Password option from the JPAS
Main Menu. A system-generated message prompting the user to change his or her password will
be sent to the user 10 days prior to expiration.

Password Composition
The list below defines password composition.

e Passwords are case-sensitive.

e Passwords must be between 10 and 20 characters in length.

e Passwords must contain at least two different lowercase letters, two different
uppercase letters, two different numbers, and two different special characters.

e The new password can not be the same as any of the previous 10 passwords.

e The new password can not be any password used in the previous 18 months.

Changing a Password
The Change Password screen allows the user to change his or her password at any time once they
have successfully logged into the system. To change your password:

1. On the Main Menu, click Change Password. The Change Password screen appears (Figure
13).

2. Type your Current Password.

3. Type a New Password.

4. Retype your new password in the Verify New Password text box and click Save.

Forgotten Password
If you forget your password, contact your account manager.
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Figure 13: Change Password screen
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Resetting a User’s Password
If a user forgets his or her password, he or she can notify the account manager to have a new password
generated using the Reset User Password procedure. If a user feels his or her password has been
compromised, the user can change the password.

To reset a user’s password:

1.
2.

On the Main Menu, click Select Person. The Select Person screen appears (Figure 7).

Type the SSN of the JCAVS user whose password is to be reset and click Display. The
Add/Modify/Remove JCAVS User screen appears (Figures 12a and b).

From the Category drop-down list, select the appropriate category.

Scroll to the bottom of the screen and click the Reset User Password button (Figure 14). A new
system-generated password is displayed in a dialog box. Record the new password and provide the
new password to the user.

Page 25 of 107



Figure 14: Add/Modify/Remove JCAVS User screen
showing Reset User Password button
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The Log Off procedure is performed for users who fail to properly exit the JPAS system from the Main
Menu. The next time the user attempts to log in after failing to exit the system properly, they receive a
message stating that the User ID is already in use. If this happens, the account manager must log the user

out of the system.
To log off a user:

On the Main Menu, click Select Person. The Select Person screen appears (Figure 7).
Type the SSN of the JCAVS user who will be logged out of the system.

From the Category drop-down list, select the category of the user to be logged off.

o~ w0 D oE

refreshes and the user is logged off.
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Scroll to the bottom of the screen and select the Log Off User button (Figure 14). The screen



Locking a User’s Account
The account manager has the ability to lock a user’s account. If a user’s account is locked, the user’s access to the
system is denied and can only be reinstated by the account manager.

NOTE: The account manager cannot lock or unlock his or her own account.

A user’s account is locked after three unsuccessful login attempts or when the account has been inactive for 60 days
or more. If a user’s eligibility and investigation do not meet the criteria to access the system, the account manager
must unlock the account and he or she may be required to modify that account.

To lock a user’s account:

1. On the Main Menu, click Select Person. The Select Person screen appears (Figure 7).

2. Type the SSN of the JCAVS user whose account is to be locked and click Display. The Add/Modify/Remove
JCAVS User screen appears (Figures 12a and b).

3. From the Category on the drop-down list, select the appropriate category.

4. Select the Lock Account radio button and click on the Lock/Unlock Account button on the
Add/Modify/Remove JCAVS User screen (Figure 14). The account is locked.

Unlocking a User’s Account
The account manager has the ability to unlock a user’s account. If a user’s account is locked, access to the system is
denied and can only be reinstated by the account manager.

NOTE: The account manager cannot unlock his or her own account.

If a user’s eligibility and investigation do not meet the criteria to access the system, the account manager must
unlock the account and he or she may be required to modify that account.

To unlock a user’s account:

1. On the Main Menu, click Select Person. The Select Person screen appears (Figure 7).

2. Type the SSN of the JCAVS user whose account is to be unlocked and click Display. The
Add/Modify/Remove JCAVS User screen appears (Figures 12a and b).

3. From the Category drop-down list, select the appropriate category. The field is populated as the selection is
made.

4. Select the Unlock Account radio button and click on the Lock/Unlock Account button on the
Add/Modify/Remove JCAVS User screen (Figure 14). The account is unlocked.
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Section 4 — How to Establish a Personnel
Security Management Network (PSM Net)

Introduction

Establishing and validating your PSM Net is probably the most important and time-consuming part of
JCAVS. Your PSM Net is basically a validation list.

Before you initially begin establishing your PSM Net, it is highly recommended that you start with an
accurate listing of all cleared personnel. It is also recommended that this list be in alphabetical order.

Instructions
1. Loginasa User for the SMO in which you want to establish your PSM Net.

2. Click on PSM Net (column on left) to display JCAVS Maintain PSM Net screen (figure 15).
Figure 15: JCAVS Maintain PSM Net screen
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MNotice: Underthe Privacy Act of 1974, you must safequard personnel information retrieved through this system. Disclosure of infarmation is gowverned by Title 5, United States Code, Section
552a Public Law 93-579, DoDD 5400.11, DoDR 5400.11-R and the applicable service dirsctives

NOTE: The first time you access your PSM Net, it will more than likely be empty and not contain
any names listed under the Person Categories. Once you start “adding” personnel to your PSM
Net, they will be listed in alphabetical order under Person Categories.

3. Before you begin, check to make sure that the correct SMO and level are indicated in the top left
corner under JCAVS Maintain PSM Net.

a. If not, click on the gray Select SMO button.
b. Under the SMO Code column, click on the correct SMO from the list provided.

NOTE: The SMO will be blue if it has not been clicked during this session or it will be maroon if
it has been clicked earlier during this session.
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12.

c. Once you click on the correct SMO, it should take you back to the JCAVS Maintain PSM Net
screen (Figure 15).

Again, make sure that you have the correct SMO/Level indicated at the top.

NOTE: Itis vital that you have the correct SMO/Level listed before you proceed!
Determine Relationship - owning or servicing. (See definitions.)
Now to search the JPAS database, click on the Person Categories by Organization radio button.
Click the gray Add button.
You should now be on the PSM Net Add Organization Person Categories screen (Figure 17a).
Click on the gray Select button.

. You should now be on the Organization Search screen (Figure 16a).
11.

Within the Search section, there is a drop down menu right next to Organization's
Service/Agency. Click on the drop down menu and scroll down until you see your appropriate
Service/Agency.

In the Organization UIC/RUC/PASCODE/CAGE box, type in the Code (All Industry Cage codes
will be followed by *“-1”") for which you are establishing the PSM Net. An asterisk (*) can be used
for wild card searches when using 3 or more characters.
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13. Click the gray Search button.

14. Under the Select Organization Search Results section, you should see the organization code for
which you are establishing the PSM Net (figure 16b).
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Figure 16b: Organization Search screen (populated)
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15. From the Select Organization Search Results on the organization search screen, click on your
organization code. The organization code will populate in the Selected Organization field.

16. Click on the gray OK button.
17. This will take you back to the PSM Net Add Organization Person Categories screen (Figure 17a).

The organization code which you selected, should now be listed after Organization.
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Figure 17a: PSM Net Add Organization Person Categories screen
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18. Click the gray Search button.

19. Under the Search Result for section, you will see everyone that, according to the JPAS database,
belongs to the organization code you selected. (Figure 17b)

20. Using your list of cleared personnel, you have two options to add personnel to your PSM Net.

a. Option 1- Click on the Add All button at the bottom of the screen. This adds all categories
associated to that personnel record.

b. Option 2- Check the Add box at the far right after each name. Once you have completed a page,
click on the Add button at the bottom of the page.

NOTE: Make sure you click the Add button at the bottom of each page BEFORE you move to
the next page — if you do not, the names are unchecked by the system.

After you click the Add button at the bottom of the page, the same page will “refresh” and add
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the equivalent number of new names at the bottom of the page that you added to your PSM Net.
For example, if you are on the first page and you “add” ten people from that page to your PSM
Net, when the page refreshes itself, there will be ten “new’” names listed at the bottom of the
page that came from the top of the second page. If you add three of those names to you PSM
Net, when the page refreshes, there will be three new names at the bottom of the page.

Once you have added everyone you want from the first page, continue on with the remaining
page(s) until you have added everyone within your PSM Net.

Figure 17b: PSM Net Add Organization Person Categories screen (results)
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Notice: Underthe Privacy Act of 1974, you must safeguard personnel information retrieved through this system. Disclosure of infarmation is govermed by Title 5, United
States Code, Section 552a Fublic Law 93-578, DoDD 5400.11, DoDR 5400.11-R and the applicable service directives.

21. If you did not find everyone on your list during this process, most likely it is because the missing
personnel are not assigned a category containing your organization. You can also populate your
PSM-Net according to SSN by following the same steps above until you reach step 8. Once in the
JCAVS Maintain PSM Net screen (Figure 15), select Person Categories by SSN and select the
correct category. If no record exists in system wait for data field or refer to Section 5, “How to
add a Record — (Industry Only).”
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Section 5 — How to Add a Record
(Industry Only)

Introduction

If you attempt to “lookup’” a person’s record in JCAVS and receive an error message that the person
does not exist, then there is no record within JPAS for that person. First make sure you entered the
correct SSN. If you are sure you entered the correct SSN and still received the error message that the
person does not exist, you will have to create a record within JPAS for this person. (Non DOD Categories

only)
Examples: A person is being submitted for his/her initial investigation and eligibility:

For Industry personnel, if you have a person(SSN), and there is no record in JPAS, you
will have to establish a JPAS record. Then you will have to *““in-process™ (Section 7) this
record into your PSM Net so you can submit a Request to Research Upgrade Eligibility
(RRU) (Section 11) to the Defense Industrial Security Clearance Office (DISCO) to inform
them of the existing status .

Instructions

1. LoginasaUser.

Click on Select Person (column on left).

Enter the person’s SSN.

Click the Display Add/Modify Non-DoD Person radio button.

Click the gray Display button.

The Add/Modify Non-DoD Person screen (Figure 18) will appear.

Enter all the information on the person in the blank fields.

N oo gk w DN
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Figure 18: Add/Modify Non-DoD Person screen
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8. Create a Category for the person. (Refer to Section 6 — How to Add a Category).
9. Click the gray Save button to save personal identifying data (PID) information.

NOTE: If you are planning to submit the person for their initial investigation via e-Qip, all
information in sections 5, 6, 7 and 10 must be completed. If the person already has a current
eligibility, “in-process” the person (Refer to Section 7 — “How to In-Process”) and submit an RRU
(Refer to Section 14 — “How to Generate a Request to Research/Upgrade Eligibility”) to the
appropriate Central Adjudication Facility (CAF).
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Section 6 — How to Add a Category
(Industry Only)

Introduction

If you want to add a record to your PSM Net, the first thing you need to ensure is that the record has the
correct “category” that you want to add to your PSM Net. If the record does not have the correct

*““category,” then you will need to add a new category to the person’s record. (Industry Only)

Instructions

1.

S T

Log in as a User.

Click Select Person (column on left).

Enter the person’s SSN.

Click the Display Add/Modify Non-DoD Person radio button.
Click the gray Display button.

In the Available Category Types drop down, make sure you choose the proper category.
Examples: Red Cross, Seasonal Employees, Industry, etc.

7. Click Add Category button.

10.
11.

12.

In the Category Classification drop down box, select one of the five options. In most cases you
will select Contractor with the exception of an FSO where you will select Key Management
Personnel (KMP). Other employees that are listed on your organization’s KMP list must also be
listed as a KMP in JPAS. Other new choices are Assurance 1 and Assurance 2.

In the Service Agency drop down box, select the correct service. For Industry it is very important
to select DoD Contractor Companies.

Click on the gray Modify Organization box.

In the Organization's Service/Agency drop down box, scroll down until you reach the appropriate
organization.

In the Organization UIC/RUC/PASCODE/CODE text box, type in the organization code. An
asterisk (*) can be used for wild card searches when using 3 or more characters.
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13. Click the gray Search button.

14. Under Select Organization Search Results section, you should see the Organization code based on
your search.
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Figure 19b: Organization Search screen (results)
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15. Under the UIC/RUC/PASCODE/CAGE section, click on the appropriate organization code
hyperlink. This will populate the Selected Organization field.

16. Click on the gray OK button.

17. The organization code you selected should now be listed in the Organization/Company/Agency
section on the Add/Modify non DoD Person screen (Figure 20).
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Figure 20: Add/Modify Non- DoD Person screen (bottom)
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18. Click on the gray Save button.
19. Check to see if the newly established code is displayed in the Person Category field.

20. Click on the Person Summary hyperlink to ensure the newly established person category is created.
You will be on the person summary screen.

21. Once verified, click Cancel at the bottom of the person summary. You will go back to the
Add/Modify/Non-DoD person screen (Figure 18).

22. If the new category is not there, repeat steps 1-18.
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Section 7 — How to In-Process

Introduction

When you in-process a person, you are adding individual categories to the PSM Net of your SMO. There
are several instances when you will in-process a person into the PSM Net of your SMO, such as:

e When adding categories to your established PSM Net.
e When an employee transfers from one SMO to another SMO.
e When a new hire or current employee requires access.

The most important thing to remember when in-processing an employee is to make sure you in-process
the correct category. If not, and you enter an “In Date” for this person, you will assign the wrong
category to your PSM Net.

NOTE: Refer to Section 4 — How to Establish a PSM Net if adding groups of categories by
organization or adding from PSM Net screen.
Instructions
1. Log in as a User for the SMO where you are adding the employee.
Click on Select Person (column on left).
Enter person’s SSN.
Click the Person Summary radio button.
Click the gray Display button.

o g~ wD

When the Person Summary screen appears (Figure 8), make sure the appropriate category is
displayed.

7. Click the In/Out Process hyperlink located in the Person Category Information section to display
the “View/Modify In/Out” screen (Figure 21).

8. Click on the gray Select SMO box to ensure the correct SMO is listed.

To select the SMO with which you have a parent relationship, enter today’s date in the In Date box
(Format: YYYY MM DD), or click the calendar and choose the date.

10. Next to Relationship, click the Owning or Servicing radio box.
11. Click the gray Save button.

12. Under the View/Modify Active Relationship(s) section, the newly established organization code
should be listed under In Date.
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Figure 21: View/Modify In/Out screen

2] View/Modify In/Out
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Motice: Under the Privacy Act of 1974, you must safeguard personnel infarmation retrieved thraugh this system. Disclasure of infarmation is gaverned by Title &, United States Code, Section
552a Public Law 93-5¢79, DoDD 5400.11, DoDR 5400.11-R and the applicable service directives

Page 41 of 107



Section 8 — How to Indoctrinate

Introduction

The term ““indoctrinate” within JPAS means you are going to assign an ““‘access” level to a cleared
employee. For example, if you want to give a person who currently possesses a final SSBI, access to Top
Secret information, you will need to ““indoctrinate’ that person at the Top Secret access level. Once a
person is indoctrinated at an access level, they will remain at that level until you debrief them.

Each person within your PSM Net can be indoctrinated at an access level once they have eligibility, or an
interim approval.

NOTE: Just because a person has a current final SSBI, does not mean you have to indoctrinate
them at the Top Secret level. It all depends on the level of information they are going to be
accessing in the performance of their job. You can always change their access level, if required.

Instructions - Non-SCI Indoctrination

1. Loginasa User for the SMO where you are indoctrinating the employee.
Click on Select Person (column on left).

Enter the person’s SSN.

Click on the Person Summary radio button.

Click on the gray Display button.

S T

Make sure the category box located within the Personal Identification section is displaying the
correct SMO. If the correct SMO is not being displayed, click on the drop down box and scroll
down and highlight the correct SMO.

NOTE: When the “Person Summary” screen first appears and you get an error message that says
The Person Category does not have any Owning/Servicing Relationship and no Notification based
on Owning/Servicing Relationship will be sent, then the listed category is not currently in a PSM
Net.

7. Scroll down to the Accesses section. This section displays access information in columns according
to Person Category (Figure 22). If no information exists for any Person Category, the column does
not display. Under this section you will normally see 4 columns: Category, PSP, Suitability and
Trustworthiness and SCI. If you have a PSM Net relationship and the member meets requirements
for indoctrination, you will see an Available Action column. If you see Top Secret, Interim Top
Secret, Secret, Interim Secret or Confidential listed under US Access, then that person has already
been indoctrinated at that level. If there is nothing listed under the US Access column, then that
person has not been indoctrinated at any level and you will be required to indoctrinate that person.

NOTE: If no access information exists for any Person Category, the column does not display. If
the Indoctrinate hyperlink does not appear, then most likely the person you are trying to
indoctrinate does not meet eligibility and investigation requirements or has not been in-processed
into the PSM-Net of your SMO. To add a person to your PSM-Net, refer to Section 7 — How to
In-Process. Once you have added the person to your PSM-Net, the available actions column will
appear.

8. Click on the Indoctrinate hyperlink to indoctrinate a person.
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9.

Figure 22: Person Summary (accesses) screen
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In the Personal Identification section of the Person Summary screen (Figure 23a), you will see: *An
NdA was signed: YES, NO or N/A.

If there is a date or yes populating the entry field, then the person has already signed a Non-
Disclosure Agreement (NdA) and the NdA is already on file with the appropriate agency. However,
if the entry field is blank, NO, or N/A, you will need to have the person sign a non-disclosure
agreement and enter the date that they signed.

NOTE: There must be a date in the NdA block before JPAS will allow you to grant a person any
level of access.
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Figure 23a: Indoctrinate Non-SCI Access screen

Indoctrinate Non-SCIl Access

FISHER, JENNIFER
SSN:000-02-0721 Grade: 04 | — Category: Warrant Officer (Guard)

* An NdA was signe-&: )_ig_’ Get NdA
An attestation was conducted on:195! o]

us NATO Slop Nuclear
Conﬁdential:j _. i
Secret:: o

MNotice: Underthe Privacy Act of 1974, you must safeguard personnel infarmatian retrieved through this system. Disclosure of infarmatian is governed by Title &, United
States Code, Section 552a Public Law §3-57%, DoDD 5400.11, DoDR 5400.11-R and the applicable service directives.

10. Below the NdA data field, you will see four (4) tabs identified as US, NATO, SIOP and Nuclear.
If you click on any one of these tabs, the entry fields for that particular tab will appear. For
example, when you click on the US tab, you will be provided with the entry fields that are
appropriate for that tab based on that person’s eligibility. In another example, if the person has a
final SSBI investigation, you will see entry fields labeled Attestation, Confidential, Secret and
Top Secret. However, if the employee only has a final NACLC, you will NOT see an entry field
for Top Secret.

11. If a person has been briefed for Restricted Data (RD) or Critical Nuclear Weapon Design
Information (CNWDI) click on the Nuclear tab and enter the date briefed.

Another reminder: Just because an employee has a current SSBI investigation, does not mean you
have to indoctrinate them for Top Secret access. You should indoctrinate them commensurate with
the classification level of information required by them to do their job.

Once you have decided on what “access” level you want to indoctrinate a person, enter the date you
are granting the access.
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Figure 23b: Indoctrinate Non-SCI Access screen

Indoctrinate Non-SCIl Access

FISHER, JENNIFER
SSN:000-02-0721 Grade: 04 Category:WWarrant Officer (Guard)

* An NdA was signed oy b Get NdA
An attestation was conducted on:1959 11 28

us NATO SIoP \
Cunﬁdentia

Secret:: @

Notice: Underthe Privacy Act of 1974, you must safeguard personnel infarmation retrieved through this system. Disclosure of infarmation is gaverned by Title 5, United
States Code, Section 552a Public Law 93-579, DoDD 5400.11, DoDR 5400.11-R and the applicable senice directives.

12. Once you have entered the date, click on the Save button.

13. The “entry field” where you entered the date should go away (become solid). Once you click the
Save button, the only way you can change this date is to “debrief” this person from that access level.
(Refer to Section 9 — How to Debrief)

14. Click on the gray Cancel button and this will take you back to the Person Summary screen (Figure
24a). If you scroll down to the Accesses section, you will see the access level.
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Figure 24a: Person Summary screen
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15. You can use this same process for indoctrinating personnel who have been briefed for NATO,

CNWDI, SIGMA 16, SIOP or Restricted Data.

Instructions - SCI Indoctrination

1.

o WD

Log in as a User for the organization where you are indoctrinating the employee.
(SCI Indoctrination requires the User to be logged in as a Level 2 or Level 3).

Click on Select Person (column on left).
Enter the person’s SSN.

Click on the Person Summary radio button.
Click on the gray Display button.

Make sure the category box located within the Person Category section is displaying the correct
category. If the correct category is not being displayed, click on the drop down box and scroll down
and highlight the correct category.

NOTE: When the Person Summary screen first appears and you get an error message that says,
The Person Category does not have any Owning/Servicing Relationship and no Notification based
on Owning/Servicing Relationship will be sent, then the listed category is not currently in a PSM
Net.

Scroll down to the Accesses section (Figure 24b). Under the SCI column you will see “Access
Number” listed. If you are logged in as a Level 2, 3 or 8 User, and the person has been
indoctrinated into an SCI compartmented program, then you will see the compartmented acronyms
listed next to “Access.” If you are logged in at any other User level, then you will only see “Yes”
listed next to “Access.” If there is an “N/A” or a “No” listed next to “Access,” then that person has
not been indoctrinated into any SCI compartmented programs and you will be required to
indoctrinate that person.
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Figure 24b: Person Summary screen
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8. To indoctrinate a person, click on the Indoctrinate hyperlink.

NOTE: If the Indoctrinate hyperlink does not appear, the person you are trying to indoctrinate
has not been assigned to the PSM-Net of your SMO or does not meet eligibility requirements. To
add personnel to your PSM-Net refer to Section 7 — How to In-Process. Once you have added the
person to your PSM-Net and they meet the eligibility requirements, the Available Action
hyperlink should appear.

9. Once at the Indoctrinate SCI Access screen, before you can indoctrinate a person into any SCI
compartmented program, you must first ensure that the person has signed both the “Non-Disclosure
Agreement” (NdA) and the “Non-Disclosure Statement” (NdS). Enter the dates (Format: YYYY
MM DD) in which the person signed both the NdA and the NdS in the appropriate entry field.
(Figure 253a)

*An NdA was signed on:
*An NdS was signed on:

If there is a date already populating the appropriate entry fields, then both the NdA and the NdS
have already been registered. If the appropriate entry field is blank, you will need to have the
person sign an NdA and NdS before you can continue. NDA/NDS.
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Figure 25a: Indoctrinate SCI Access screen

Indoctrinate SCI Access

FISHER, JENNIFER
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Notice: Under the Privacy Act of 1974, you must safeguard personnel infarmation retrieved through this system. Disclosure of information is gaverned by Title &, United
States Code, Section 552a Public Law 53-579, DoDD 5400.11, DoDR 5400.11-R and the applicable service directives.

10. Below the NdA & NdS data field, you will see SCI compartmented program designators listed.
Each designator has an entry field immediately to the right.

11. Enter the date in the entry field for the compartments for which the person has been briefed. (Figure
25b)
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Figure 25b: Indoctrinate SCI Access screen

Indoctrinate SCI Access

FISHER, JENNIFER

SSN:000-02-0726 Grade: 04 Category: Warrant Officer (Guard)
* An NdA was signed on: 2000 03 19 ﬁ Get NdA
*An NdS was signed nn:: [ﬁ Get NdS
/&ﬂ.ﬂ,&statiun was conducted on: | —

Cancel

Notice: Under the Privacy Act of 1974, you must safeguard personnel infarmation retrieved through this system. Disclosure of infarmation is governed by Title 5, United
States Code, Section 552a Public Law 93-572, DoDD 2400.11, DoDR 2400.11-R and the applicable serice directives.

12. Once you have entered the date, click on the Save button.

13. The “entry field” where you entered the date should go away (become solid). Once you click the
Save button, the only way you can change this date is to “debrief” this person and then re-
indoctrinate. (Refer to Section 9 — How to Debrief)

14. Click on the gray Cancel button to return to the Person Summary screen. If you scroll down to SCI
in the Accesses section, you will see immediately to the right of “Access,” the compartmented
program designators indicating that the person has been briefed.
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Section 9 — How to Debrief

Introduction

The term ““debrief”” within JPAS means you are going to remove the person’s level of “access.” For
example, if a person no longer requires access to Top Secret information and only requires access at the
Secret level, you will ““debrief”” that person from the Top Secret access level and then indoctrinate that
person at the Secret level.

Instructions (Debrief-Non-SCI Accesses)

1.

o g~ D

Log in as a User for the SMO where you are debriefing the employee.
Click on Select Person (column on left).

Enter the person’s SSN.

Click on the Person Summary radio button.

Click on the gray Display button.

Make sure the category box located within the Person Category section is displaying the correct
organization. If the correct organization is not being displayed, click on the drop down box and
scroll down and highlight the correct organization.

NOTE: When the Person Summary screen first appears and you get an error message that says,
The Person Category does not have any Owning/Servicing Relationship and no Notification based
on Owning/Servicing Relationship will be sent, then the listed category is not currently in a PSM
Net.

Scroll to the Accesses section (Figure 26). This section displays Access information that is arranged
in columns by Person Category. If no information exists for any Person Category, the column
does not display. If you see Top Secret, Interim Top Secret, Secret, Interim Secret or Confidential
listed under US Access or accesses under any Non SCI column, then that person has already been
indoctrinated at that level and those accesses can be debriefed.

To debrief a person, click on the Debrief Non-SCI hyperlink. If there were no accesses assigned,
this hyperlink will not appear.
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Figure 26: Person Summary (Accesses) screen

Person Summary

HARBACK, HELEN K

Person Category Industry (Contractor) HH3VFDBE v

SSN:926-60-5777
Open Investigation: N/A
PSQ Sent Date: N/A
Attestation Date: N/A
Incident Report: N/A
SF 713 Fin Consent Date: N/A
SF 714 Fin Disclosure Date: N/A,
Polygraph: N/A
Foreign Relation: DS
PSQ Sent
Non-SCI Access History
NdS History

SCl Access History

Date of Birth: 1966 05 17
Marital Status: N/A
Place of Birth: Mew York
Citizenship:U.S. Citizen
NdA Signed: Yes
NdS Signed: Yes

Request to Research/Upgrade Eligibility

NdA History

Accesses

Sunabllny and

Industry (Contractor)
HH3VFDBB

Top Secret

Industry (Contractor) 7N699-1

Industry (Contractor) 054821 Top Secret

IT: NFA

Public Trust: N/& Access Number: N/A Debrief Non-S

Child Care: N/A Indoctrinate SCI

Request SPA
IT: NAA
Public Trust: N/A Access Number: N/A

Child Care: N/A
IT: NFA Indoctrinate Non-SCi

9. A list will appear containing all the “accesses” for which the person is currently indoctrinated.

(Figure 27)
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Debrief Non-SCI Access

Figure 27: Debrief Non-SCI Access screen

FISHER, JENNIFER

MNotice: Underthe Privacy Act of 1974, you must safeguard personnel infarmation retrieved through this system. Disclosure of infarmation is gaverned by Title 5, United
States Code, Section 552a Public Law 93-579, DoDD 5400.11, DoDR 5400.11-R and the applicable serice directives.

SSN: 000-02-0723 Grade: 04 Category: Warrant Officer (Guard) (DOD)
us
Indoc Date Debrief Date Reason for Debrief
Confidential: 2004 02 23 | % v

10.

11.
12.
13.

14.

Enter a Debrief Date and select a Reason for Debrief from the drop down box. If you do not select
a reason for the debriefing, you will receive a dialog box indicating the system will not perform the
debriefing.

NOTE: You will notice that the choices listed in the Reasons for Debrief drop down box are
generally more applicable for those in the military. For example, there is no reason code for
Multiple Facility Transfer (MFT); however the “Permanent Change of Station” could be used as
a work around.

Click the gray Save button and the access is removed.
Click on the gray Cancel button and it will return you to the person’s Person Summary screen.

Make sure you are using the available action column for the correct category showing in the
Accesses section.

There will be no accesses in the appropriate column for the selected category. Note: If no
information exists for any Person Category, the column does not display.

Page 52 of 107



Instructions (Debrief-SCI Accesses)

1.

o g~ wD

8.

Log in as a User for the SMO where you are debriefing the employee.
Click on Select Person (column on left).

Enter the person’s SSN.

Click on the Person Summary radio button.

Click on the gray Display button.

Make sure the category box located within the Person Category section is displaying the correct
organization. If the correct organization is not being displayed, click on the drop down box and
scroll down and highlight the correct organization.

NOTE: When the Person Summary screen first appears and you get an error message that says,
The Person Category does not have any Owning/Servicing Relationship and no Notification based
on Owning/Servicing Relationship will be sent, then the listed category is not currently in a PSM
Net.

Scroll down to SCI in the Accesses section (Figure 28). Under the SCI column you will see
“Access” and “Access Number” listed. (Figure 25a)

— Ifyou are logged on as a Level 2 or 3 User, you will see the designators listed under the SCI
column for the compartmented program(s) in which the person is briefed. If the person is
not briefed to any compartmented programs, you will see “Access Number: N/A.”

— Ifyou are logged in as a Level 4 User or lower, you will see “Yes” in the SCI column. If the
person is not briefed to any compartmented programs you will see “Access Number: N/A.”

To debrief a person, click on the Debrief hyperlink.
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Figure 28: Person Summary (Accesses) screen

Accesses
Suutahuhty and
Industiy (Contractor) Top Secret IT: NA Indoctrinate Non-SCl
HH3VFDBB
Public Trust: N/A Access Number: MN/A Debrief Non-SCI
Child Care: N/A Indoctrinate SCI
Request SPA
Industiy (Contractor) 7N699-1 No IT: NAA
Public Trust: N/A Access Number: N/
Child Care: N/A
Industiy {Contractor) 054821 Top Secret Mo IT: MAA Sl Indoctiinate Non-SCl
Public Trust: N/A TK Debrief Non-SCI
Child Care: N/A G Indoctrinate SCI
B Debrief SCI
HCS Request SPA
Access Number: B-
390000017
Reserve - Officer (USAF) Top Secret No IT: NAA = Indoctrinate Non-SCl
Public Trust: N/A TK Debrief Non-SCI
Child Care: N/A G Indoctiinate SCI
HCS Debrief SCI
Access Number: N/A Request SPA

9. A list will appear containing all the “accesses” for which the person is currently indoctrinated.
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Figure 29: Debrief SCI Access screen

Debrief SCI Access

FISHER, JENNIFER

SSN: 000-02-0725 Grade: 04 Category: Warrant Officer (Guard) (DOD)
Indoc Date _ Dehrief_Date Reason for Debrief _
si: 2000 09 22 : |E v
TK: 2000 09 22 1 E v
NK: 2000 09 22 ' o v

MNotice: Under the Privacy Act of 1974, you must safeguard personnel infarmatian retrieved through this system. Disclosure of information is governed by Title 5, United
States Code, Section 552a Public Law 93-579, DoDD 5400.11, DoDR 5400.11-R and the applicable service directives.

10. Enter a Debrief Date and select a Reason for Debrief from the drop down box. If you do not select
a reason for the debriefing, you will receive a dialog box indicating the system will not perform the
debriefing.

11. Click the gray Save button and the access is removed.
12. Click on the gray Cancel button and it will return you to the person’s Person Summary screen.

13. Make sure you have the correct industry category showing in the Person Category section. If not,
click on the drop down, scroll down and highlight the correct category.

14. Under the SCI column in the Accesses section, you will see that the person no longer has any
accesses. (Figure 28)
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Section 10 — How to Out-Process
(Removal from PSM Net)

Introduction

When a person is no longer assigned to your SMO, you will need to “debrief”” them from any access(es)
then ““out-process’ them from your SMO.

NOTE: If you are a defense contractor, you will also be required to enter a separation date for the
person who is terminating from your company. Section 11 describes this process.

There are two ways in which you can ““out-process’ a person. The first is by selecting the person by their
SSN and then using the *““in/out process™ hyperlink from the Person Summary screen. The second way is
to out-process them through your PSM Net. Both ways work about the same, but if you have several
people to out-process, then using the PSM Net method would be easier.

The first method we will discuss involves using the ““Select Person’ method.

Instructions (Person Summary Method)

1. Log in as a User for the SMO that is losing the person being out-processed.
Click on Select Person (column on left).

Enter the person’s SSN.

Click the Display Person Summary radio button.

Click the gray Display button.

o a k~ w D

Make sure the correct category is displayed in the Person Category text box (Figure 30). If not,
click on the drop down menu and highlight the correct category.
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Figure 30: Person Summary screen

7 Person Summary
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7. Click the In/Out Process hyperlink and the View/Modify In/Out Screen will populate. (Figure 31)
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Figure 31: View/Modify In/Out screen

2] View/Modify In/Out

HILL, JOHN S

SSN: Grade: G5 Category: Civilian Employee (DOD)

Owning SCI SMO: NAA,
k DSSHQSEC - DEFENSE SECURITY SERVICE, HEADQUARTERS SECURITY, Level 4, 703-325-8458/9633,
Owning Non-SCI SMO:

Add New Relationship

* SMO: DSSTEST - DEFENSE SECURITY SERVICE, SETA, TEST, Level 3 Select SMO
*In Date:l— El

Out Date:l :%}",J

* Relationship: © Owning  © Servicing

ViewlModify Active Relationship(s)

[ Code [ Name |  location | Llevel | nDate [  OutDate | Relationship
DSSARSE DEFENSE SECURITY SERVICE.  |inthicum, MD Level B 2005 05 05 MiA, Senicing Reason |

DEFENSE SECURITY SERVICE,

DESHASEC HEADQUARTERS SECURITY ALEXANDRIA, WA Level 4 200301 10 Owrning Reason |
DEFENSE SECURITY SERWVICE, .

DSSTEST SETA, TEST LINTHICURM, MD Leval 3 2005 07 13 ,i Servicing [

Save Cancel I

Motice: Under the Privacy Act of 1974, you must safeguard personnel infarmation retrieved thraugh this system. Disclasure of infarmation is gaverned by Title &, United States Code, Section
552a Public Law 93-5¢79, DoDD 5400.11, DoDR 5400.11-R and the applicable service directives

Print Screen 8-2

8. Enter the date (Format: YYYY MM DD) in the Out Date box under the View/Modify Active
Relationship section or click on the calendar and choose the appropriate date.

9. Click on the gray Save button and the screen will refresh with the out-process date appearing solid.
10. Click on the gray Cancel button and it will take you back to the Person Summary screen.

11. Now if you click on your PSM Net and lookup that person, the phrase “Pending Removal” will

appear under the Remove heading in the far right column. (Figure 32) The system will update at
midnight EST and the “Pending Removal” notation will be removed.
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Figure 32: JCAVS Maintain PSM Net screen

JCAVS Maintain PSM Net

*SMO: EDSSUPRTZ2 - EDS JPAS SUPPORT OFFICE, Level 2 | Select SMO

(> Person Categories by Organization  Person Categories by SSN
Add

Person Categories by Organization

Rernove

Person Categories:
Records 1-23 of 23, Page 1 of 1

[ ssv | Name |
Bk . - pending
000-00-2221  BROCCOL, NICHOLAS A Civilian/ReserveMational 0106 RESCUE WG Servicing O Removal
Guard
000-00-8227  BUCK, JASOM A Active Duty 0001 SPACE LAUNCH S0 Servicing | |
000-00-2237  CLARK, TREWOR M Industry EGA&G TECHNICAL SERVICES, INC.  Servicing E |
000-00-8220  HAMSEM, BRUCE EDWWARD Industry HMC SOFTWARE, LLC Servicing | =
000-00-6022  HYATT, SHANNOM K Active Duty 0033 AIRCRAFT MAINT S0 Owning ¥ Ld
000-00-7422  JOLES, DONALD MARK Industry AERO SYSTEMS CE Owning ¥ i
000-00-7564  KROPP, GREGORY A Reserve 0053 BOME S0 Owning ¥ |
000-00-2877  LAWVALLEY, MIKKO R Active Duty 0086 OFERATIONS GF Servicing L] ]
000-00-3212  LINGELBACH, JOHM EDVWARD Civilian Employee TTWEAD AL Servicing [ El
000-00-3444  LINGELBACH, JOHMW EDVWARD Eﬁfli:ljiaénfResewefNational HG STARC |A ARNG Servicing E] 4|
uar
000-00-3727  LINGELBACH, JOHM EDVWARD Mational Guard TRP A 15T SGDN 113TH CAY Servicing Ll Ld|
000-00-8572  MCCAIM, GAIL Active Duty 0056 MEDICAL OPERATIONS 5Q Servicing @ |
000-00-2567  PARCHMENT JR, EARL WY Industry gggg‘g\gi\;\;’oAEROSPACE Servicing L8| il
000-00-1099  PASSARELLO, STEFPHEM M Civilian Employee ARNOLD ENGR DEY CE Servicing i Ll
000-00-1546  SICK, JEFFREY R Active Duty AFELM USCENTCOM JD Servicing . |
000-00-0547  SPOSITO, CHRISTOPHER MICHAEL  Mational Guard 227TH MI CO Servicing | |
000-00-0998  SWIESZCZ, MARK R Active Duty 0437 CIVIL ENGINEER 50 Owhing ¥ L
000-00-3566 THOMASSOM, WAYNE ANTHOMNY Reserve AR, Servicing | L]
000-00-2441  TOWNSEND, JOHM D Active Duty TFA, Servicing Ll |
000-00-4123  WANMDERSLUIS, MARK STUART Industry [ Servicing L] L
000-00-8287  WITT, RICHARD D Civilian Employee USAR CENTER Servicing ] El
000-00-8654  WITT, RICHARD D Reserve FT LEONARD WQOD USAR CENTER  Servicing i |
000-00-9344  YUTZEY, KATHERINE A Resere (RIS Servicing .4 L

MNotice: Under the Privacy Act of 1974, you must safegquard personnel information retrieved through this system. Disclosure of information is govemed by Title 5, United
States Code, Section 552a Public Law 93-573, DoDD 5400.11, DoDR 5400.11-RF and the applicable serice directives.
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Instructions (PSM Net Method)

1. Log in as a User for the SMO that is losing the person being out-processed.
Click on PSM Net (column on left).
Locate the Person Categories within your PSM Net.

Click on the far right check box under the Remove column.

Click the gray Save button at the bottom of the page. When the screen refreshes, you will see
“Pending Removal” under the Remove column for the person you want to remove. The system will
update at midnight EST and the “Pending Removal” notation will be removed.

a > w D
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Section 11 — How to Enter a Separation Date
(Industry Only)

Introduction

Separation Date Text Box: Enter the separation date for a Person in the YYYY MM DD or YYYYMMDD
format. An entry in this field requires a Separation Code selection from the Separation Code drop-down
menu.

NOTE: This date will serve as the date the person category is to be "separated” from JPAS.

Separation Code Drop-Down Menu: Highlight and select the appropriate Separation Code for the
Person. An entry in this field requires a Separation Date entry in the Separation Date field.

Instructions
1. Log in as a User for the SMO for the employee you are separating.
Click on Select Person (column on left).
Enter person’s SSN.
Click the Display Add/Modify Non-DoD Person radio button.
Click the gray Display button.
The Display Add/Modify Non-DoD Person screen appears (Figure 33a).

Make sure the correct Organization code is listed in the Person Category text box. If not, click on
the drop down menu and highlight the correct Organization code.

N o g ok DN
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Figure 33a: Add/Modify Non-DoD Person screen

Add/Modify Non-DoD Person

SSN: 000-02-1026

“Last Name: :.NO CATS ‘First Name: F'ERSON Middle Name: 130181 135 Cadency: .s_ufx
*DOB: 1967 01 25 EEe *Citizenship: | A - .5 Citizen v Date of Death: . :“IE
At | “Country [
of | Wiscaonsin MY [US - United States Of America 5l
Birth: — s of Birth: ! i = : 2

Eligibility: Interim SCI, | ArmyCCF
Investigation: MN/A
Open Investigation: M/A,
Incident Report: MAA
Polygraph: M

Foreign N, : . 5
Relation: [ Modify Relationship ]

Available Categery Types: | Industry 2 bt [ Add Category ]

Person |, - it
Category: | Industry () Position:
| v
Category )
Classification: (Reqguired for Industry Categories
only)
Separation | | | Separation =
Date: _-::hﬁ’ Code: 5
Organization/Company/Agency Madify Qrganization

Name: MN/A
Location: MN/A

Person Summary

Cancel

MNotice: Under the Privacy Act of 1974, you must safeguard personnel information retrieved through this system. Disclosure of infarmation is governed by Title 5, United
States Code, Section 9523 Public Law 93-579, DoDD 5400.11, DoDR 5400.11-F and the applicable service directives.
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8. Enter a date in the Separation Date text box. (Figure 33b)

NOTE: You can enter the actual date the person separated with the organization or you can use
the current date.

9. Click on the Separation Code drop down menu; highlight the appropriate reason code.

Figure 33b: Add/Modify Non-DoD Person screen

Add/Modify Non-DoD Person

SSN: 000-02-1026

*Last Name: :.NO CATS “First Name: F'ERSON Middle Name: 130181135 Cadency: .s_ufx
“DoB: [1957 0125 | [ “Citizenship: |&- U.S. Citizen  v| Date of Death: | =
et | *Country [
of | Wiscaonsin MUY [ US - United States Of America hat
- of Birth: | s o A

Birth:

Eligibility: Interim SCI, , ArmyCCF
Investigation: N/A
Open Investigation: M/A
Incident Report: M/A
Polygraph: M/&,

Foreign 7 - . -
Relation: [ Modify Relationship ]

Add Category ]

Available Category Types: .Industry 2 bt [
S Industr 0 v Pasition: |
Category: yu i
: v
Category

Classification: (Required for Industry Categories

Oy T
Separation | ... Separation Bl
H w
Gate: L -‘?hg! Codle:

Organization/Company/Agency

Modify Qrganization

Name: MN/A,
Location: M/A

Person Summary

Cancel

Notice: Underthe Privacy Act of 1974, you must safeguard personnel infarmation retrieved through this system. Disclosure of infarmation is governed by Title 5, United
States Code, Section 552a Public Law 93-579, DoDD 5400.11, DoDR 5400.11-R and the applicable sewice directives.

10. Click the gray Save button.
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Section 12 — How to Document “PSQ Sent”

Introduction
Whenever you submit a PSQ to the appropriate CAF for any reason (e.g., new eligibility or Periodic
Reinvestigation, etc.), you will be required to document in JPAS the fact that the PSQ was sent. This
action can only be performed on a person in your PSM-Net
Instructions
1. Login as a User for the SMO for the person for whom you are submitting the PSQ.
Click on Select Person (column on left).
Enter the person’s SSN.
Click the Display Person Summary radio button.
Click the gray Display button.

S T

The person’s Personal Summary screen should appear with the person’s name printed at the top.
(Figure 34)

7. Click on the PSQ Sent hyperlink.
Figure 34: Personnel Summary screen

Person Summary

HARBACK, HELEN K
Person Category Industry (Contractor) HH3VFDBB +
SSN:926-60-5777 Date of Birth: 1966 05 17
Open Investigation: N/A Marital Status: N/A&
PSO Sent Date: N/A Place of Birth: New York
Attestation Date: N/A Citizenship: U.S. Citizen
Incident Report: N/A NdA Signed: Yes
SF 713 Fin Consent Date: N/A NdS Signed: Yes
SF 714 Fin Disclosure Date: N/A,
Polygraph: N/A
NAA

Foreign Relation: {

l PSQ Sent l SCl Access History Request to Research/Upgrade Eligibility

Unofficial Foreign Travel NdA History
NdS History

Accesses

Smlabl!tly and

Industry (Contractor) Top Secret IT: NAA Indoctrinate Non-SCl
HH3VFDBB
Public Trust: N/A Access Number: N/A Debrief Non-SCl
Child Care: N/A Indoctrinate SCI

Request SPA
Industry (Contractor) 7TN699-1 IT: N/A

Public Trust: N/& Access Number: N/A

Child Care: N/A
Industry (Contractor) 054821 Top Secret IT: NAA Indoctrinate Non-SCl
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Figure 35: PSQ/SF 86 Sent screen

?l PSQISF 86 Sent

HILL, JOHN S
SSN:
Date PSQ/SF 86 Sent:I @ To Investigating Agency:i 'I
For Investigation Type:l e
PSQ/SF 86 Review Date:i %E] Local Agency Check Date:i g
Cancel
Notice:

Under the Privacy Act of 1974, you must safeguard personnel information retrieved through this system. Disclosure of information is governed by Title 5, United States Code
Section 5523 Public Law 93-579, DoDD 5400.11, DoDR 5400.11-R and the applicable service directives.

8. The PSQ/SF 86 Sent screen appears (Figure 35).

9. Enter all applicable information (all field boxes require an entry prior to submission).
10. Click the gray Save button.

NOTE: The PSQ sent date will now be populated in the Person Summary screen.
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Section 13 - JCAVS Interface with e-QIP

The Electronic Questionnaires for Investigations Processing system (e-QIP) is part of an e-
government initiative sponsored by the Office of Personnel Management (OPM). e-QIP allows
applicants to electronically enter, update, and transmit their personal investigative data over a secure
Internet connection to their employing agency or security management office for review and approval
of the personnel security investigation request.

The e-QIP is accessible from a secure website at www.opm.gov/e-QIP that is designed to house all
personnel security investigative forms.

Through an interface with the Joint Clearance Access and Verification System (JCAVS), e-QIP allows
authorized requesters to electronically transmit requests for investigation (SF 86) electronically versus
mailing. Authorized requestors must be a JCAVS user at level 2, 3, 4, 5 or 6 and have requester
permission granted by the account manager for their Security Management Office (SMO).

e-QIP replaced the Electronic Personnel Security Questionnaire (EPSQ). e-QIP can be accessed at
www.opm.gov/e-QIP .
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How do you get permission to use the
JCAVS interface with e-QIP?

Current account managers will be able to grant the permissions described below in JCAVS:
Initiate PSI - permission to Initiate an Investigation Request for a person.
Review PSQ - permission to Review a PSQ for a person having an active Investigation Request.

Approve PSQ - permission to Approve an Investigation Request for a person.
(DISCO is the approver for Industry users.)

Override PSQ - permission to override an Investigation Request for a person. (Level 2 and 4 Users only)
The assignment of these permissions is based on the following roles:

New Users: Request permissions based on your organization’s needs.

Previous Users: Permissions can be updated by your account manager.

Account Managers: If you are the only account manager at your location, contact the account manager at
next level in your command. Industry users contact the DoD Security Services Center. Alternate Account
managers may grant you the permission. (Account managers do not need to have e-QIP permissions to
grant permissions.) See Section 3 - Account Manager Functions

Figure 12b: Add/Modify/Remove JCAVS Users screen (bottom
[ )CAvS Main screen Mirosolt nemnetEsplorr ol

File Edt ‘iew Favorites Tools Help | "l.

e a = -
OBack Q- ﬂ |§| A ‘ - mearch ¢ Favarites wMed\a ‘f‘f| i [H -

Address |ej https:/ijpasapp dsis.dod.milf JPAS/serviets/com,. eds. jpas client,servlets, JPASChaoseRaleSerylet j a GO | Links 3
-

Identify Special Privileges
@ None Presidential Support Unit Service Secretary 0SD Executive Secretary

Select Person Identify Other Special Privileges

Maintain SMO

Home r B Access Designation Authority Polygraph
Chg Password

Chg Category/Level
Tutorial

Logout Identify Investigation Request Permissions

r Initiate PSI O Review PSQ Approve PSQ Override PSI

[ Add & Modify ©  Remove

Save Cancel

Lock Reasons

Mot Locked

Lock Account & Unlock Account

Reset User Password LockUnlock Account Log Off User

Notice: Under the Privacy Act of 1974, you must safeguard personnel information retrieved thraugh this system. Disclosure of information is governed by Title 5, United States
Clnde, Section 552a Public Law 93-579, DoDD 5400.11, DoDR 5400.11-R and the applicable serice directives | h
4 »

2y |4 Internet
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Other Pre-requisites

Before processing an individual for a personnel security investigation (PSI) using e-QIP, the
following requirements must be met:

. Person Category must be “active.”

. Person Category must not have “access suspended.”
. Person must not be in “Due Process.”

. Person must not already have an active PSI request.

. Person Category must be in the requester’s Personnel

Security Management Network (PSMNET) with an
owning or servicing relationship.

. For Industry — “DoD Contractor Companies” must be listed in all Service Agency boxes
throughout the system.

If the person has been “Denied” or “Revoked” eligibility, that decision must be older than 12 months. The date

of the denial/revocation will be on the Person Summary screen on the “Eligibility” line, as well as under the
“Adjudication Summary” section of the screen.
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How do you initiate an investigation in JCAVS?

The Authorized Requester will access the Investigation Request function via the JCAVS Person
Summary screen:

1. On Main Menu, Click the Manage Invest Rgsts link, the Create Invest Rgst and Invest Rgst
Status links will appear.

Figure 5: JCAVS Welcome screen and Main Menu

Welcome to the Joint Clearance and Access Verification System

(JCAVS)

Select Person .
View SMO You are logged in as User:
CreateModify Visit
Notifications b trainer
Reports b
Access Number :
PSM Net Trainer - Level 2
Home
Manage Invest Rqsts v OWNSCICODE - Training Organization, Level 2
Create Invest Rgst
Invest Rgst Statu
CH;‘:“::‘“ s Change current Time Zone, Office Symbol or Phone Number
Chg CategorylLevel
Tutorial >>>>> Your password will expire in 8 days. <<<<<
Tutorial

(L >>>>> Office Information has not been updated for this Category. <<<<<

Please select an item from the menu on the left to continue.

Do NOT use the browser Forward and Back buttons to navigate through the JPAS screens. Use the JPAS screen buttons or the Main Menu instead.

2. Click the Create Invest Rgsts link. The Select Person screen will appear.
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Figure 7: Select Person screen

Select Person

“SSN: |
Last Name::
First Name:

Middle Name: |

Display Person Summary: &

Display abbrev. Person Summary with VISIT Info: O
Display Add/Modify Non-DoD Person: O

Display SII: O

MNotice: Underthe Privacy Act of 1974, you must safeguard persannel information retrieved through this system. Disclasure of infarmation is gaverned by Title 5, United
States Code, Section 552a Public Law 93-579, DoDD 5400.11, DoDR 5400.11-R and the applicable service directives.

2. Enter person’s SSN, ensure the Display Person Summary radio button is selected

3. Click the gray Display button. The Person Summary screen will display. If the person has multiple
categories, click on the Person Category drop-down menu and select the appropriate person category.

4. Scroll down to Person Category Information section

Figure 8a: Person Summary screen (middle)

{This training application only
allows a view of 1 Category in
the Access section)

Select Person

View SMO

CreateModify Visit

:::E;:":"’ ' Person Category Information

Access Number Category Classification: N/&

PSM Net Organization: N/A

Home Occupation Code: 14N Office Symbol: ABCD

Manage Invest Rsts « SA A Grade: 04
m’:;:"::;';:‘ Arrival Date:2005 01 01 PS: Non Sanitvs

Chg Password Office Phone Comm: 455-4567 Office Phone DSN: (301) 604-5600

Chg Categorylevel Separation Date: /A RNLTD: 2000 09 22

Tutorial Separation Status:H/A TAFMSD: 2000 09 22

Tutorial Interim: Interim Confidential, 2003 02 15 Proj. Departure Date: /A

Logout PSP:Yes Proj. UIC/RUC/PASCODE: N/A

SCISMO:PS1Z23.01 - JPASACAYS Training for Security Professional, Level 2 410-823-4759, us@dss mil
Non-SCI SMO: SITE SUPPORT GREEM BAY, Lewel 4, 301-601-1111, site. supporti@eds. com

Report Incident In/Out Process Request Indoc/Debrief Assistance
PSP Decision Remove From PSP Remarks
Suspense Data Investigation Request
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5. Click the Investigation Request link, the Determine Investigation Scope screen will appear.

Figure 43:. Determine Investigation Scope screen

7 Determine Investigation Scope

RADCLIFFE SR., THOMAS |
SSN: 000-02-1470 Grade: EO7 Category: Active Duty - Enlisted (USMC)

Select Person
View SMO
Create/Modify Visit
Notifications ¢

Reports ¢ “Eligibility: i

Access Number

Active Request: [N/A

PSM Net

Home 5 .
Manage Invest Rgsts ~ Determine Investigation Type |
Create Invest Rgst
Invest Rgst Status
Chg Password

Chyg CategorylLevel
Tutorial M
Tutorial

Logout

Notice: Underthe Privacy Act of 1974, you must safequard personnel information retrieved through this syster. Disclosure of infarmation is governed by Title &, United States Code,
Section 552a Public Law 93-579, DoDD 5400.11, DoDR 5400.11-R and the applicable service directives

6. Select eligibility type from Eligibility drop down Menu.

Note: For Industry SSNs, you will need to enter a number in the Prime Contract Number field. The field
is required for Industry SSNs but is not shown on the screen capture above.

7. Click the gray Determine Investigation Type box, the Determine Investigation Scope screen appears.
Under the Initiation Scope section, the “Recommended Investigation Type” will populate based upon the
Eligibility selected. Level 2 and 4 JCAVS users with the override permission can change the Investigation
Type and enter an Override Justification. “Sensitivity Level Code” will populate based on the Category of
the selected member.

Industry — Sensitivity = Industry
DoD Civilian - Sensitivity = Sensitive/critical sensitive/special
Military — Sensitivity = Military
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Select Person

View SMO

CreateModify Visit

Notifications »

Reports »

Access Number

PSM Net

Home

Manage Invest Rgsis v
Create Invest Rgst
Invest Rgst Status

Chg Password

Chyg Categoryl evel

Tutorial
Tutorial
Logout

Figure 43a: Determine Investigation Scope Initiation Scope Screen

2| Determine Investigation Scope

RADCLIFFE SR., THOMAS |

SSN: 000-02-1470 Grade: EO7 Category: Active Duty - Enlisted (USMC)

Active Request: N/

“Eligibility: | Secret 52
Determine Investigation Type |

Initiation Scope

Eligibility: Secret

Recommended Investigation Type: S58I

“Investigation Type: ISSEII 'I

Periodic Reinvestigation: No

Override Justification: I j
*Sensitivity Level Code: IMiIitary =
*Duty/Position Code: I j

Recommended Service Code:
*Service Co(le:l 'I

Override Jllstiﬁcntion:l vl
OK | Cancel

MNotice: Under the Privacy Act of 1974, you must safeguard persannel information retrieved through this system. Disclosure of information is governed by Title 5, United States Code,
Section 552a Public Law 93-579, DoDD 5400.11, DoDR 5400.11-R and the applicable service directives.

8. The Duty/Position Code. Duty Position Code is no longer required.

The “Recommended Service Code” will populate based on the Category and Investigation Scope
selected. Level 2 and 4 JCAVS users with the override permission can change the “Service Code” and enter an
“Override Justification”. (Industry users cannot override this field.)

9. Click OK when complete. After clicking the OK button on the Determine Investigation Scope

screen, the Add/Modify Investigation Request screen will appear.

Select Person

View SMO

CreateModify Visit

Notifications

Reports »

Access Number

PSM Net

Home

Manage Invest Rqsts -
Create Invest Rgst
Invest Rgst Status

Chg Password

Chg Category/Level

Tutorial

Tutorial

Logout

Figure 43b: Add/Modify Investigation Request screen

2| Add/Modify Investigation Request

RADCLIFFE SR., THOMAS |

SSN: 000-02-1470 Grade: EO7 Category: Active Duty - Enlisted (USMC)

Active Request: N/A

Investigation Scope
Investigation Type: SSB|
Periodic Reinvestigation: Mo
Sensitivity Level Code: Military
Duty Position Code: Special/Confidential Assistants (G5/GM-13 and above)

Service Code: 120 days
Scope Detail

Additional Scope Information

“Form Type:lWE;l
“Date of Birth:l—@]
Advance NAC Extra Coverage: [C
*Local Agency Check Dnte:l—@
“Service Agency:lm

SO NI SON: N959

*OPAC-ALC:|DoD-MC =

*Position Title: Military

*Access Code: 'I
Sensitivity ADP: =
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10.

11.
12.
13.

14.

15.

16.
17.

18.

19.

20.

21.

22,

Select Person

View SMO

CreateModify Visit “Location: >~

Nolifications »

Reports ¢

Access Number Street Address 1:

PSM Net
Home

Manage Invest Rqsts - l—
Create Invest Rgst Street Address 3:
Invest Rgst Status City: li
Chg Password

Chg CategorylLevel S(a(e:l j Zip Code:

Tutorial
Tutorial

Logout

On the Add/Modify Investigation Request screen, you can update scope detail by clicking the gray Scope
Detail box and/or completing the Additional Scope Information, Additional Request Information and/or
Investigation Request Status History sections.

Form Type is pre-populated because the SF Form 86 is the only option currently available.

Position Title will pre-populate based on the Person Category.

Date of Birth usually pre-populates. If not, use the Calendar widget to select the correct Date of
Birth.

Select the appropriate access required from the Access Code drop down menu. For Military
members this is based on the Command Local Access requirements. For Industry this is based on
the DD254.

Check the Advance NAC Extra Coverage box, if required for an interim determination. DISCO
makes interim determinations for Industry.

Select Sensitivity ADP, if required, from the Sensitivity ADP drop down menu.

Enter Local Agency Check Date. Use the calendar widget to enter the date of any local records
checked.

Service Agency is usually pre-populated. Users may choose the appropriate service agency when
the person’s service agency does not have an associated OPAC/ALC, or SOI.

(SOI) - Security Office Identifier - pre-populates based on the Subject’s Person Category and
Service Agency.

(SON) - Submitting Office Number - is the billing code used by OPM. Department of Defense
(DoD) users should check their component policy and procedures to enter the appropriate DoD
SON. Industry users should enter 346W.

(OPAC-ALC) - On Line Payment and Collection Agency Locator Code - usually pre-
populates with Agency information based on the Service Agency and is required for billing
purposes. If you are an industry user, your OPAC-ALC code will always be DSS-IND.

Complete the Additional Request Information section.

Figure 43c: Add/Modify Investigation Request screen (bottom

Additional Request Information

Requesting Official

*Name:
Title:]

*Phone Number: Extension:
Security Folder

Location Nnme:l

Street Address 2:

Official Personnel Folder

“Location: =

Location Nnme:l

Street Address 1:
Street Address 2:
Street Address 3:

City:
Stnte:l j Zip Code:
Investigation Request Status History
" Pending PSI " Initiate PSI
Sawe Save and Return | Cancel
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23.
24,

25.

26.

217.

Enter the Requesting Official’s name, title and commercial phone number (NO DSN).

Select the Location of the Security Folder from the drop down menu. Select None, if one is not

established. Other options are NPI - No pertinent Information, Other - Enter the Location Name
and Street Address, or SOI - Security Office Identifier.

Note: For Industry SSNs, this information is pre-populated.

Select the Location of the Official Personnel Folder from the drop down menu. Check only one

box. For military personnel with no prior civilian Federal service, check None.

If you are not ready to have the applicant begin completing his/her PSQ, e.g., the applicant is out
of town for an extended period, select the Pending PSI radio button and click the Save button.

If you are ready to have the applicant begin completing his/her PSQ, select the Initiate PSI radio
button and click Save or Save and Return.

Contact the Applicant and advise him/her to log in to www.opm.gov/e-gip.

Asterisks (*) on the screen capture indicate required fields.
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What are the timelines when initiating, reviewing and
approving an e-QIP submission?

Initiating
30 Days: Once an Investigation Request is initiated in JPAS, an applicant has 30 days to login to e-QIP
and start their PSQ (personnel security questionnaire) or the Investigation Request is terminated.

90 Days: Once an Investigation Request is initiated in JPAS, the applicant has 90 days after their initial
e-QIP login date to complete their PSQ or the Investigation Request is terminated.

Reviewing and Approving
90 Days: Once the applicant has completed the PSQ, it must be reviewed and approved by the
appropriate agency within 90 days or the Investigation Request is terminated.

What are some other important e-QIP timelines?

Pending PSQs

30 Days: An Investigation Request that remains in a Pending Status and is not “Initiated” will be deleted
30 days after creation.

Stopped PSQs
90 Days: If an applicant has begun their PSQ, but the Investigation Request was stopped, it must be

resumed within 90 days.

30 Days: If the applicant has not begun their PSQ, but the Investigation Request was stopped, it must be
resumed within 30 days.

Revised PSQs
60 Days: An applicant has 60 days to login to e-QIP and complete updates to their PSQ if revisions are

required.

Facility Notifications

15 Days: An Investigation Request must be ready to be reviewed 15 days after initiation for an active Person
Category with Key Management Personnel (KMP) category classification in a Facility with a status of “In Process”
or a Facility Notification will be generated.
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How to Review and Approve an e-QIP Submission

Reviewer/Approver must be a JCAVS User level 2, 3, 4, 5, 6 with permissions granted.
Reviewer/Approver must be in the initiating JCAVS SMO.

JPAS notifies the initiating SMO through JCAVS notifications that the investigation request is ready for
review.

The SMO is also notified of each subsequent status change, e.g., approved, revise, stopped, etc.

Investigation Request Status Notifications are not removed by the system and must be manually
removed. You must click Remove From Display and then Save.

The JCAVS requester can access the Add/Modify Investigation Request screen to review and approve
the investigation request.

The JCAVS Person Summary Investigation Summary case line also displays Investigation Request
status.

Industry: Initiating SMO can electronically Review the e-QIP. DISCO is the final approver; you will get
a message via “Message from CAF” if a process is stopped and the reason why.

After the Subject enters his/her Personnel Security Questionnaire (PSQ) in e-QIP and JPAS receives
confirmation of this action from e-QIP, the Investigation Request Status Notification is created.

Process

To view the questionnaire, click View PSQ.
You can either view the questionnaire “on-line” or “print it.” (PDF format)

To view the Subject’s release forms, click View Signature Forms.
The forms must be signed and dated and mailed to OPM.

At this point you can Review, Review and Approve, Revise, or Stop the PSQ based on the
permissions you were granted by your account manager.

The JPAS notification reflects status of submitted questionnaire.
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Review

1.Select Invest Rqgst Status from the menu. The Investigation Request Status Notification Screen will
appear. This screen will display Investigation Requests for a single SMO. Active requests (Pending,
Initiated, Ready for Review and Ready for Approval) will always display. Inactive requests (Approved,
Revised, Terminated and Stopped) will be removed from display by the user or systematically removed
through a parameter set in JPAS.

Figure 5: JCAVS Welcome screen and Main Menu

Welcome to the Joint Clearance and Access Verification System

(JCAVS)

Select Person
View SMO You are logged in as User:
CreateModify Visit
Notifications ¢
Reports ¢
Access Number :
PSM Net Trainer - Level 2
Home
Manage Invest Rqsts v OWNSCICODE - Training Organization, Level 2
Create Invest Rgst
Invest Rgst Statu:
Ch;‘:as::om = Change current Time Zone, Office Symbol or Phone Number
Chg CategoryiLevel i L
Tutorial >>>>> Your password will expire in 8 days. <<<<<
Tutorial

Logout >>»»>> Office Information has not been updated for this Category. <<<<<

trainer

Please select an item from the menu on the left to continue.

Do NOT use the browser Forward and Back buttons to navigate through the JPAS screens. Use the JPAS screen buttons or the Main Menu instead.

Figure 44: JCAVS Investigation Request Status Notification screen and Main Menu

2l Investigation Request Status Notification

Records 1 - 4 of 5, Page 1 of 2

12 Mext Last
Select Person Sort'Find By: [Last Name = & Ascending © Descending  Sort
View SMO Find: Find
CreateModify Visit Remove
Nu‘:rﬁcnilunsv . SSN Name Category Investigation Status Status Change Date  Days Until Termination From
ceess Suspension Type Displ
Action by Sve SMO isplay
Aging Interim Ready for Review
CAF Information Rqst 000813211 GRAMM, GIA SARAH Active Duty 5561 PSQ 20040320 25 O
Eligibility Change
Incident Updte: e o ANCI Initiated PSI 2004 02 06 xn O
indocDebrief Assist L2208 MAGOO, THEODORE S (Reserve)
i T Active Dut MACI Tenninated PSI 2004 0315 A r
Invest Rqst Status DO0100694 L e Y
& i " Ready for Approval
*.Message From CAF Active Duty ssal Ready for Approval - o0y 4 15 It
Overdue Suspense 000 87 5330 CAGLE, INEZ PSO
Eanen MEDEEN Academy ML Approved PSO 2004 05 25 NAA O
‘ending SPA
Projected Losses
RRU Response Records 1 - 4 of 5, Page 1 of 2
Uk 12 HMext Last
SPA Status
Visit
Reports ¢ Confirm Cancel
Access Number —I _I
PSM Net
Home B
Manage Invest Rosts Motice: Underthe Privacy Act of 1974, you must safeguard personnel informatian retrieved through this system. Disclosure of infarmation is governed by Title 5, United States
Chg Password Code, Section 852a Public Law 53-579, DoDD 5400.11, DoDR 5400.11-R and the applicable service directives.
Chg CategoryLevel
Tutorial
Tutorial
Logout Thig screen will display Investigation Requests for a single SMO. Active requests (Pending, Initisted, Ready for Review and Ready for Approval) will always display. Inactive reguests

(Approved, Revised, Terminated and Stopped) will be removed from display by the user or systematically remaoved through a parameter set in JPAS
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2.Click on the Ready for Review PSQ link for the applicable name of the record you plan to review. The
Add/Modify Investigation Request screen will appear.

3. Scroll down to bottom portion of screen.

Figure 43d: Add/Modify Investigation Request with Investigation Request Status History
screen (bottom)

Additional Request Information
Requesting Official
*Name:|Captain John Smith

Title:
“Phone Number:|(111) 222-3333 Extension:l
S Security Folder
View SMO
CreateModify Visit “Location:| At SOl »

Notifications » Location Nnme:l
Reports »

Access Number Street Address 1:
PSM Net

Home Street Address 2:
Manage Invest Rgsts + Street Address 3:

Create Invest Rgst

Invest Rgst Status City:

Chg Password

Chg Categoryl evel Stnte:l j Zip Co(le:l

Tutorial Official Personnel Folder

Tutorial “Location:|NPRC »

Logout

Location Nnme:l

Street Address 1:
Street Address 2:
Street Address 3:

Stnte:l j Zip Code:l

Investigation Request Status History
Created By: P5123.01 - JPASACANS Training for Security Professional, Level 2

Pending PS5 20040918
Initiated P31 2004 0918
Initiated PSI (Stopped) 200409 20
Initiated PSI (Resumed) 2004 09 21
Ready for Review P50 2004 09 22
View PSQ View Signature Page
" Review PSQ " Review and Approve PSQ " Revise PSQ " Stop PSQ

Save Save and Return Cancel LI
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Figure 43e: Investigation Request Status History Screen (bottom) Industry

Ilnvestigation Request Status History

Created By: 027692 - 02769 - LOCKHEED MARTIN/MARITIME SYSTEMS & SENSORS, Level 2
[ Staws | Date
Initiated PSI 200509 19
Ready for Review PSQ 200509 22
View PSO View Signature Pages
-, Submit to s
®) ) @)
(O Stop PSQ O DISCO (O Revise PSQ
[ Save ] [ Save and Return ] [ Cancel

4.Click View PSQ link. File will open in another frame as a PDF file.
5. Click View Signature Page. File will open in another frame
6. Select Review radio button.

Note: If the User has only Review and not Approve, the screen is read-only. If the User has both Review
and Approve, the screen is editable and they can review and approve at the same time (by selecting
Review and Approve radio button).

Industry: If after reviewing PSQ and Signature Pages with no errors you would like to submit to DISCO
for Approval, select the Submit to DISCO radio button.

7. Click Save or Save and Return (When you select Save, you remain on page. If you select Save and Return,
you return to previous page. “Ready for Approval PSQ” should appear in Investigation Request Status History
section.

If during review you find errors or items that the applicant needs to update, you can select the Revise
PSQ radio button. (See Revise section for details)

If during review you determine the applicant no longer needs PSI, you can select the Stop PSQ radio
button (See Stop Section for details)
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Approve

If a Ready for Review or Ready for Approval PSQ appears in the Investigation Request Status
History section and you have permission to approve, you may:

1. Complete Review steps 1-5 (above), then

2. Select Approve radio button or Review and Approve radio button if you have both permissions.
The Approvers Phone box will appear (for Civilian and Military SSNs only).

Figure 43f: Add/Modify Investigation Request with Investigation Request Status
History screen (bottom) Approver

Requesting Official

*Name:|Captain John Smith

Title:]
“Phone Number:|(111) 222-3333 Extension:l
Security Folder
Select Person “Location:| At SOl =
View SMO . Location Nume:l
CreateModify Visit
Notifications » Street Address 1:
Reports b l—
R e Namen Street Address 2:
PSM Net Street Address 3:
Home )
Manage Invest Rgsts v City:
Create Invest Rgst. e = . o
\nvest Rast Status Stnte.l J Zip Co(le.l
Chg Password Official Personnel Folder
Chg Categorylevel *Location:|NFRC *
Tutorial
Tutorial Location Nume:l
lep=r Street Address 1:
Street Address 2:
Street Address 3:
City:
Stnte:l j Zip Co(le:l

Investigation Request Status History
Created By: P5123.071 - JPASACAYS Training for Security Professional, Level 2

Pending PSI 2004 0918
Initiated P31 20040918
Initiated P3I (Stopped) 200409 20
Initiated PS5l (Resumed) 200409 21
Ready for Review PS0Q 2004 09 22
View PSQ View Signature Page
 Review PSQ @ Review and Approve PSQ  Revise PSQ  Stop PSQ

Approver Phone:
Save Save and Return Cancel
[

3. Input Approver’s Phone number

4. Click Save or Save and Return. (When you select Save, you remain on the page. If you select
Save and Return, you return to the previous page.)
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Figure 43g “Add/Modify Investigation Request” with Investigation Request Status
History” screen (bottom) - Approved

Additional Request Information

Requesting Official

“*Name: Captain John Smith

3 Title: N/A
*Phone Number: (111) 222-3333 Extension: M/A
Select Person
View SMO *Location: At 501
CreateModify Visit Location Name: WA

Notifications » Street Address 1: M/A
Reporis

Access Number Street Address 2:h/A

PSM Net Street Address 3:N/A

Home City: N/A

Manage Invest Rgsts + State: N/A Zip Code: N/A
(H= 2 Tt GLpt Official Personnel Folder

E e e EL SIS *Lecation: NPRC
E:g E:r:":m:ml Location Name: N/A
Tulguriul [HE Street Address 1:N/A
Tutorial Street Address 2: N/A
Logout Street Address 3: WA

City: N/A
State: N/A Zip Code; MN/A

Investigation Request Status History
Created By: P5123.01 - JPAS/ICANYS Training for Security Professional, Level 2
Reviewed By: P3123.01 - JPAS/ICAYS Training for Security Professional, Level 2
Approved By: PS5123.01 - JPASAICAYS Training for Security Professional, Level 2
Approver Phone: (703) 485-1234

s ] Date |

Pending PSI 2004 09 18
Initiated PSI 2004 09 19
Initiated PSI (Stopped) 2004 0920
Initiated PSI {Resumed) 2004 09 21
Ready for Review P30 2004 0922
Ready for Approval PSQ 2004 09 23
Approved P30 2004 0923

Close |

Motice: Underthe Privacy Act of 1974, you must safequard personnel information retrieved through this system. Disclosure of information is governed by Title 5, United States
Code, Section 552a Public Law 93-579, DoDD 5400.11, DoDR 5400.11-R and the applicable service directives. j

An example of Investigation Request Status History section on the Add/Modify Investigation Request
screen is shown above.

If during the review you find errors or items that applicant needs to update, you can select REVISE. See
Revise section for details

If during the review you determine that the applicant no longer needs the PSI, you can select STOP. See
Stop Section for details.
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Revise

If, during the review, you find errors or items that the applicant needs to update, you can select the Revise
PSQ radio button.

1. On the Add/Modify Investigation Request screen, scroll down to the bottom of the page.

2. Select the Revise PSQ radio button and the Revision Reason box will appear.

Figure 43h “Add/Modify Investigation Request” with Investigation Request Status History
screen (bottom) - Revision

Requesting Official =
*Name:|Captain John Smith
Titles|
“Phone Number:|(111) 222-3333 Exlension:l
Security Folder
Select Person “Location:| At 501 =
\iew SMO Location N I
CreateModify Visit ocation Name:
Notifications » Street Address 1:
Reports »
Access Number Street Address 2:
L Street Address 3:
Home
Manage Invest Rgsts v City:
Create Invest Rgst N
Invest Rgst Status Slate:l j Zip Code:l
Chg Password Official Personnel Folder
Chg Category/Level ” Ty =
Tutorial Location:| NPRC l
Tutorial Location Name:l
Logout
Street Address 1:
Street Address 2;
Street Address 3:
City:
Slnte:l j Zip Co(le:l

Investigation Request Status History
Created By: PS123.01 - JPASACAVS Training for Security Professional, Level 2

Pending PSI 2004 03 18
Initiated PSI 2004 09 19
Initiated PSI (Stopped) 2004 03 20
Initiated P31 (Resumed) 200408 1
Ready for Review PSQ 2004 03 22
View PSQ View Signature Page
" Review PSQ " Review and Approve PSQ * Revise PSO  Stop PSQ
Revision Renson:l j

Save Save and Return Cancel

uq

3. Select the applicable Revision Reason from the drop down menu.

4. Click Save or Save and Return. (When you select Save, you remain on the page. If you select
Save and Return, you return to the previous page.)

5. Applicant can now reenter e-Qip and update information.
Note: Notify the applicant to reenter e-QIP.

Remember: A reviewer/approver must review and/or approve the revised PSQ.
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Stop

If during the review, you determine that the applicant no longer needs the PSI, you can select the Stop
PSQ radio button.

1. On the Add/Modify Investigation Request screen, scroll down to the bottom of the page.

2. Select the Stop PSQ radio button and then click Save. Action is completed. Result: The
Investigation Request Status History shows the Investigation Request as stopped (not shown in
this screen capture).

Figure 43i: Add/Modify Investigation Request with Investigation Request Status History
screen (bottom) - Stop

- 5

Additional Scope Information
“Form Type: SF-86 “Position Title: Military
*Date of Birth: 1966 01 25 “Access Code: SCI
Advance NAC Extra Coverage: Mo Sensitivity ADP: [T-|
*Local Agency Check Date: 2004 039 18
Select Person *Service Agency: Marines
View SMO SOl1: N0 SON: M333
(N L PR *OPAC-ALC: DoD-MC
Notifications ¢
::::::,:umbe, Additional Request Information
CELLICED
::r::ge TS *Name: Captain John Smith
v Title: MiA
::'Z':I:::::ltf::t *Phone Number: (111) 222-3333 Extension: M4
Chg Password Security Folder
Chg CategoryiLevel *Location: At 501
Tutorial Location Name: WN/A
Tutorial Street Address 1: NiA
(LI Street Address 2: NiA,
Street Address 3: /A
City: NAA,
State: N/A Zip Code:MN/A

*Location: NPRC
Location Name: M/A,
Street Address 1: M/
Street Address 2: N/A
Street Address 3: MN/A
City: NAA
State: M/ Zip Code:h/A

Investigation Request Status History
Created By: PE123.01 - JPASACAYS Training for Security Professional, Level 2

Pending PSI 2004 09 18
Initiated PSI 2004 09 13
 Stop PSQ

Save | Save and Retum Cancel
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Where do | mail release forms?

Mail the e-QIP releases and fingerprint cards to:

E-QIP Rapid Response Team

OPM-FIPC

PO Box 618

Boyers, PA 16018

Or

Ship via FedEXx to:

E-QIP Rapid Response Team

OPM-FIPC

1137 Branchton Rd.

Boyers, PA 16018

Or

Fax Release forms (without fingerprint cards - recommended for PRs only) to:
724-794-1412

Attn: e-QIP Release Forms Processor

Or

E-mail scanned signature, release forms and Livescan Fingerprints to:

e-Qip.attachments@opm.gov
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What about the Applicant?

One of the major conveniences of the e-QIP system is that it is web-based, so you can access the system
from anywhere you have internet access, such as your home or office. Since e-QIP is a web-based
system, it is important that you have your internet browser properly configured. The following guidance
is provided for use by DoD requesters/users of e-QIP to help you properly configure your computer:

1.

Start your internet browser and enter the following URL website address:

www.opm.gov/e-qip/

The e-QIP Gateway Page will appear. Scroll down and click the link labeled e-QIP Applicant
Site.

A “browser checker” utility will automatically run and test your computer for e-QIP compatibility.
Click the Continue button to proceed to the application. (If after doing so you receive the error
message, Page Cannot Be Displayed, please ensure that you have properly configured your
computer and that you have enabled TLS 1.0 (found under Internet Options). If you experience
difficulty configuring your computer, try another computer or contact the DoD Security Services
Center at 888-282-7682.)

A Security Alert box will appear, asking “Do you want to proceed?” If it does, click the
Continue button .

The e-QIP Login Screen will appear. Enter your Social Security Number in the text entry boxes,
and click the Submit button to logon to the e-QIP applicant site.

Initially you’ll be asked to answer three default “Golden Questions.” You will be required to type
in your last name, the year when you were born and the city where you were born. IMPORTANT:
Type “unknown” (case sensitive) for the answer to Question #3, “In what city were you born?”
Then you may create new Golden Questions and Answers on the next screen.

Click the Submit button. The Golden Questions screen appears again prompting you to enter new
Golden Questions. Enter new Golden Questions and Answers and then click Submit.

8. Click the Enter Your Data link.

9. Complete the SF-86 questions and save as instructed. Validation of your data will occur after

10.

every screen save.

Once you have completed the form, but BEFORE you certify your form, print out a copy of the
PSQ.

11. At this point, local procedure will dictate your action prior to selecting the Release

Request/Transmit to Agency link.

For additional information on using the e-QIP system and completing your PSQ, click on the e-QIP
Brochure for Applicants located at the e-QIP Gateway http://www.opm.gov/e-qip/ .
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Section 14 — How to Generate a Request to
Research/Upgrade Eligibility (RRU)

Introduction

The RRU is simply a direct notification to the appropriate CAF of any status changes a user cannot make
within the system.

There are several reasons for which you would submit an RRU to the appropriate CAF. A RRU for
personal information changes is only done if the person has an open investigation or they have an active
DoD category — otherwise just make the changes locally(Industry).

The following are some examples of when you will submit an RRU for a person:

e A person’s eligibility level does not reflect the current investigation that was conducted by another
investigative agency, e.g., the Air Force has a more current investigation than what DISCO has on
file

e To downgrade a person’s eligibility
e To correct a person’s SSN

The main thing you have to remember before you attempt to send an RRU on a person is that you must
have an owning or servicing “relationship” with that person. (Refer to Section 7 — ““How to In-
Process™)

Instructions

1. Login as a User of the appropriate SMO.
Click on Select Person (column on left).
Enter the person’s SSN.
Click on the gray Display button.

a > w N

The person’s Personal Summary screen should appear with the person’s name printed at the top.
Make sure the category box located within the Personal Identification section is displaying the
correct organization. If the correct organization is not being displayed, click on the drop down box
and scroll down and highlight the correct organization.

NOTE: When the “Person Summary” screen first appears and you get an error message that says,
The Person Category does not have any Owning/Servicing Relationship and no Notification based
on Owning/Servicing Relationship will be sent, then the listed category is not currently in a PSM
Net.

6. Once the proper category is listed and the person has an appropriate relationship with the SMO, the
Request to Research/Upgrade Eligibility hyperlink will be present (Figure 36).
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Figure 36: Personnel Summary screen

Person Summary

HARBACK, HELEN K
Person Category Industry (Contractor) HH3VFDBE +

SSN:926-60-5777 Date of Birth: 1966 05 17
Open Investigation: N/A Marital Status: MN/&,
PSQO Sent Date: N/A =
Attestation Date: N/A iti p:U.S. Citizen

Incident Report: N/A NdA Signed: Yes

SF 713 Fin Consent Date: N/A NdS Signed:Yes
SF 714 Fin Disclosure Date: N/A,
Polygraph: N/A

Foreign Relation: hUAx

PSQO Sent SCl Access History Request to Research/Upgrade Eligibility

Non-SCI Access History

Unofficial Foreign Travel NdA History
NdS History

Accesses

Smlabl!tly and

Industry (Contractor) Top Secret IT: NAA Indoctrinate Non-SCl
HH3VFDBB
Public Trust: N/& Access Number: N/A Debrief Non-SCl
Child Care: N/A Indoctiinate SCI

Request SPA
Industry (Contractor) 7N699-1 IT: NFA

Public Trust: N/A Access Number: N/A

Child Care: N/A
Industry (Contractor) 054821 Top Secret IT: NFA Indoctrinate Non-SCl

7. Click on the Request to Research/Upgrade Eligibility hyperlink.
8. The Request to Research/Recertify/Upgrade Eligibility screen should appear (Figure 37).
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Figure 37: Request to Research/Recertify/Upgrade Eligibility screen

/3 JICAYS Frameset - Microsoft Internet Explorer (@] x|

File Edit WYiew Favorites Tools Help |

dBack - = - ) at | @ search  [GFavorites  §Media £% | B\ S D EE D

Address I@ http: ) localhost:8085)JPAS, Training/ Common/Frame. jsp j 6o | Lirks **

& -

7| Request to Research/Recertify/Upgrade Eligibility

BUGETT, BELINDA C.
SSN: 123453001

Select Person
\iew SMO *UNCLASSIFIED Justification: (Please include the Requestor's DSN/Commercial phone numbers)
CreateModify Visit

Notifications k

Reports ¢ ;I

Access Number

PSM Net ;I

Home

Chy Password “Please select one of the following Adjudication Types

Chyg CategoryiLevel
Tutorial

Logout

= Check to research this person’s eligibility
" Check to recertify this person’s current eligibility

" Check to upgrade this person’s eligibility based on current investigation

*Select the

CAF to Iﬁ
receive the

regquest

SAVE | CAMNCEL |

Motice: Underthe Privacy Act of 1974, you must safeguard personnel infarmation retrieved through this system. Disclasure of infarmation
is governed by Title 5, United States Code, Section 552a Public Law 93-579, DoDD 5400.11, DoDR 5400.11-R and the applicable service
directives.

=
&) Done T T [ BEcaimmen: |
dsart| | D H DO || HelelelmeelelamaEE [GAdSdEOVESIRVO RABBRML 2som

9. In the Justification text box, enter details of the request along with your telephone number.
10. Click on one of the three radio buttons that are available. (4 radio buttons for Industry)

11. Click on the Select the CAF to receive the request drop down menu and select the appropriate
CAF to which you want the RRU sent.

12. Click the gray Save button.

NOTE: Once you send an RRU on a person, you will not be able to submit another RRU until the first
one has been answered by the CAF. Continue to check Notifications to see the status of the RRU.
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Section 15 — How to Check Notifications

Introduction

Notification is the means by which a CAF will contact you concerning any JPAS actions. For example, if
there is a change to an employee’s eligibility status or the CAF is responding back to an RRU, you will
receive this via Notifications. You can only see notifications associated with your SMO.

You should check the notification menu at least once a week, but daily would be better. All notifications
will remain present for 30 days or you can indicate immediate removal by checking the Remove from
Display box and Confirm.

You will know you have a notification if there is a “magnifying glass” immediately to the left of the
Notifications list.

Instructions

1.
2. Click on Notifications (column on left).
3.
4

Log in as a User for the SMO.

The notification sub-menu will appear underneath the word Notifications.

If you have any notifications, you will see a magnifying glass immediately to the left of the sub-
menu item (Figure 38).
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Figure 38: Welcome screen showing notifications

/3 ICAYS Frameset - Microsoft Internet Explorer _[&] %]

File Edit View Favorites Tools  Help |

P Back ~ = - @ it | @Search (3] Favarites @Media @ | %v =] D 5B g

Address I@ http: fflocalhost: 8085) R4S, Training/CommonFrame. jsp j @60 | Links **

& -

-

Welcome to the Joint Clearance and Access Verification System

(JCAVS)

Select Person
View SMO You are logged in as User:
CreateModify Visit
Notifications + trainer
Access Suspension
Action by Suc SMO
Aging Interim Trainer - Level 2
CAF Information Rgst
Lligibity Change OWNSCICODE - Training Organization, Level 2
Incident Update
Indoc/Debrief Assist
Interim SCI Status Change current Time Zone, Office Symbol or Phone Number
. Message From CAF

Overdue Suspense
PSP Action

===xx Your password will expire in 8 days. <<<<<

Pending SPA
Projected Losses »»r»» Office Information has not been updated for this Category. <<<<<
RRU Response
S0R
SPA Status
Visit
Reports
Access Number
PSM Net
Home
Chg Password
Chg CategoryLevel
Tutorial Do NOT use the browser Forward and Back buttons to navigate through the JPAS screens. Use the JPAS screen buttons or the
Logout Main Menu instead.

Please select an item from the menu on the left to continue.

=
& [T BErodianet
Mo | > Z e DR B e e e i & & e e mifE [ ASIELIYEBIRLO RBPHEM o

5. If you click on the notification that has a magnifying glass, it will open a screen showing you the
notification for that particular sub-menu item. The screen in Figure 39 shows notification of a
message from the CAF regarding a Research/Recertify/Upgrade Eligibility Request.
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Figure 39: CAF Response to Research/Recertify/Upgrade Eligibility Request
Notification screen

CAF Response to Research/Recertify/Upgrade Eligibility Request Notification

SSN Name Request Type CAF Response

000020754 BROWWHM, Upgrade Eligibility unclassified comment
JOHM B

00002 0753 COOPER, Upgrade Eligibility unclassified comrment
FRED F

00002 0749 DODGE, Research Eligibility unclassified comment
MARY O

00002 0755 DODSON, Upgrade Eligibility unclassified comrment
PALUL G

000020744 ELUS, BILL C  Recertify Eligibility unclassified comrment

00002 0745 ELLS, Recertify Eligibility unclassified comment
ROBERT L

00002 0750 EWANT, Research Eligibility unclassified comment
SALLY 5

00002 0756 HAMMER, Upgrade Eligibility unclassified comrment
ACE G

00002 0757 KIMG, BEE K. Upgrade Eligibility unclassified comrment

00002 0746 MARTIN, Recertify Eligibility unclassified camment
PAMELA S

00002 0741 MCCOY, Recertify Eligibility unclassified comment
DOMMA L

00002 0748 MCCOY, Research Eligibility unclassified comrment
DOMMA L

00002 0747 MOORE, Research Eligibility unclassified comment
TROY Z

00002 0742 FIEWWIAAN, Recertify Eligibility unclassified camment
CORY W

00002 0743 SHAFER, DAM Recerify Eligibility unclassified comment
A

000020751 SUNBURY, Research Eligibility unclassified comrment
CLARET

00002 0752 WWALLS, LISA  Upgrade Eligibility unclassified comment
7l

Remove
From
Display

O

® @ W &M ™ M W MW M M MM N W M

Confirm

Cancel

Notice: Under the Privacy Act of 1974, you must safequard personnel information retrieved through this system. Disclosure of information is governed by Title 5, United

States Code, Section 552a Public Law 93-573, DoDD 5400.11, DoDR 5400.11-R and the applicable service directives.

6. The individual’s SSN will be hyperlinked and if you click on the SSN it will take you to that
individual’s Person Summary screen.

7. If you click the gray Cancel button it will take you back to the Main Menu.
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Section 16 — How to Generate a Report
Introduction
There are several different types of reports that can be generated from the Report menu within JCAVS.

The Periodic Reinvestigation report will provide you with a customized printout of everyone that is within
your SMO whose investigation is out-of-scope and requires a Periodic Reinvestigation.

The Personnel report will provide you with a customized report containing your entire SMO sorted into
different sections based on Organizations and the relationship of a person.

It is highly recommended that you use Internet Explorer when you want to generate a report. Reports can
be produced in PDF or Excel format.

Instructions
1. Log in as a User for the SMO.
2. Click on Reports (column on left).

3. The sub-menu items will appear underneath the word Reports.
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Figure 40: Welcome screen

CAYS Frameset - Microsoft Internet Explorer 18] =

File Edit View Favorites Tools  Help |

GBack + = - ) at | Qhsearch [GelFavorites  GMedia &4 | N S DD

Address I@ http:/ localhost: S085)JPAS) Training CormrmonFrame. jsp j 6o | Links **

& -

-

Welcome to the Joint Clearance and Access Verification System

(JCAVS)
Select Person
View SMO You are logged in as User:
CreateModify Visit
trainer
FY Access Total “Reports” Trainer - Level 2
FY Eligibility Total
Interim SCI Menu = H 5
OWNSCICODE - Training Organization, Level 2
Hon-5CI Totals Items
PSP PR
Periodic Reinvest Change current Time Zone, Office Symbol or Phone Number
Personnel
gg:"““e“ otals >»>>>> Your password will expire in 8 days. <<<<<
Suspense ) )
S =»»>> Office Information has not been updated for this Category. <<<<<
Access Number
(PR AI T Please select an item from the menu on the left to continue.

Home

Chyg Password

Chyg Category/Level
Tutorial

Logout

Do NOT use the browser Forward and Back buttons to navigate through the JPAS screens. Use the JPAS screen buttons or the
Main Menu instead.

=

@ ’_’_’_ (2 Local intranet
Mo | > Y D B |G & & e | & &) &y & @i[e): EY [S¢RLOPEIRVE 2BP0IM 1w

4. Click in the Reports sub-menu, on the type of report you want to generate.
5. A new window will open which will allow you to customize your reports (Figure 41a).
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Figure 41a: Personnel by Eligibility and Access Report screen

Personnel by Eligibility and Access Report

“Repornt On: * For Persons:

@ My Office Only © Owned Only

O My Office and Immediate Subordinates O Serviced Only

O My Office and all Subordinates @ Owned and Serviced
“ Organization:

@ All Organizations
O Organization’s Service Agency: hd
“Enter Search Criteria (include an * for wildcarding):
Organization Name:
Organization Location:

Organization Code:

* Eligibility: v
* Investigation Type: ~
* Position Code: v

* Position Sensitivity: v

‘* Sort By:
@ Name
OSSN

6. Under the Report On section, the default is My Office Only with two other options concerning
subordinates. The options with Subordinates apply only if you have established a “Parent/Child”
relationship with other organizations. If you do not have any “Parent/Child” relationships
established, use the default setting.

7. Under the For Persons section, the default is Owned and Serviced with two other options. You
can either select the report to contain only records on persons with whom you have an “owning”
relationship or a “servicing” relationship with the SMO. If you want both, then stay with the default
setting.

8. There are six other sort filter drop down menus that you must populate before running the report. In
most cases you will just populate them with ALL which is the first option available when you click
on the drop down. You can, however, pick any of the other available options if you want to
customize your report. If you sort by organization, the sort will be based on organizations in your
PSM network.

9. Once you have made your choices, click on the gray Run Report button.
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Figure 41b: Personnel by Eligibility and Access Report screen

/2 JCAVS Personnel by Eligibility and Access Report In Process - Microsoft Internet Explorer =17l

File Edit View Favorites Tools Help |

I daBack » = - @) ﬁ| iQhsearch [GelFavorites Media ¢4 | By S =t DEE R

Address Iﬂj https:,f.fjpasrpt.osd.mil,l’cognos,l’cgi-bin,l’imrap.cgi?IU=IMRAP&CD=R&nid=6bDe46361dd211b2b216ac86c42fb939&USERID=WO0Iwmh&CATCODE=101&LEVEL=LeveI+5{j @GD | Links **

Personnel by Eligibility and Access Report

Your report has been submitted for processing.
Your report will appear when processing has completed.

Please be patient, this may take a few minutes.

|
&] Done R
gt | (4 B B 5 @ BB || Bi] €] €10 &) B0 £12] €12f[E. HIEEELYERARVO BBPRLL e

10. You will then see a screen informing you that the report is being processed (Figure 41b). The report
will appear once the processing has been completed.
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11. While the report is processing, you will see the following screen indicating your report is running.

Figure 41c: Personnel by Eligibility and Access Report Running screen

3 Personnel by Eligibility and Access - Report Running - Cognos Upfront - Microsoft Internet Explorer - ||5' |5|

File Edit ‘iew Favaorites Tools  Help | “H

¢aBack + = - @ ] | @Search (G| Favorites @Media ®| %v =M= 3 EB ;g

Address I@:l https:{{jpasrpt.osd.milfcognos/cgi-binfimrap. cgi j G0 | Links » ’@ -

Your report is running.

&) Done |_|_|—é_|0 Internet
oo |2 > D2 @ B || T £ &) | @] . 0. [[Er. ASIRLPEEIROO B8BRED wwam

Screen Print 13-4

12. After the report has finished processing, you will see the final report sorted according to the SSN of
the person contained with each organization.

NOTE: On the bottom left of the screen you will see two icons. The icon on the left allows you to view
the report as a PDF file. The icon on the right allows you to view the report as an Excel file.
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Section 17 — Mass Personnel Changes (Industry)

Introduction

The “Manage Mass Personnel Changes’ screen allows JAMS DISCO CAF Users (Manager, Supervisor
or Adjudicator) or JCAVS Industry Users (Level 2 through 6) to perform transfers and/or separations on
multiple Industry persons within a given organization.

Separate Only: Allows the user to separate all or some of the Person Categories in the Organization and
debriefs all Non-SCI Accesses. This function would be used for events such as:

o Termination of a CAGE code or

o Reductions in force (layoffs)
Notification is sent to the DISCO CAF if person has an open Investigation.

Separate and Transfer Multiple Facility Organization (MFO): Allows the user to move all or some of
the Person Categories to an Organization within home offices.

o Multiple Facility Transfers (MFT) within an MFO

= Employee stays with the same company but transfers from one cleared organization to
another cleared organization AND both organizations are in the same Multiple Facility
Organization (with the same Home Office).

JPAS updates the Person Category Organization and creates a history of Organization and Access.
Notification is sent to the DISCO CAF if the person has an open Investigation.

Separate and Transfer Non-MFO: Allows a Security Officer to move all or some of the Person
Categories to an Organization outside of the home offices.

o Multiple Facility Transfers (MFT) outside an MFO

= Employee stays with the same company but transfers from one cleared organization to
another cleared organization BUT the organizations are in different Multiple Facility
Organizations (with different Home Offices).

JPAS updates the Person Category Organization and creates a history of Organization and Access. Non-
SCI Access may be downgraded.

Notification is sent to the DISCO CAF if the person has an open Investigation.
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Transfer Non-MFO: Allows the user to move all or some Person Categories to an Organization outside
of home offices while retaining the current Organization. JPAS creates a new Person Category. This
function would be used for events such as:

o Divestiture — When a portion of a company is sold and some of the employees are transferred
to the new company.

The qualifying Non SCI Access is moved to the new Person Category
Notification is sent to the DISCO CAF if the person has an open Investigation

Instructions

1. Log inas a User for the SMO.

2. Click on Mass Personnel link.

3. The JPAS “Manage Mass Personnel Changes” screen displays (Figure 42a).

4. From the Action drop down menu, highlight and select the appropriate Action to be taken

5. From the Separation Type drop down menu, highlight and select the appropriate Separation Type.

6. Click on the Losing Organization: Select Organization button to display the JPAS “Organization
Search” screen.

7. Select the appropriate losing organization from the JPAS “Organization Search” screen. The JPAS

“Manage Personnel Changes” screen will refresh with the losing organization’s information.
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Figure 42a: Manage Mass Personnel Changes screen

/Z Manage Mass Personnel Changes - Microsoft Internet Explorer provided by EDS COE
J File  Edit  Yiew Favorikes Toals  Help

I
m]
x

|'E

7| Manage Mass Personnel Changes

“Action: |Separation and Transfer - MFO _':]
Separation Type: I ;I

Losing Organization: Select Organization | Gaining Organization: Select Organization
. LOCKHEED MARTIN  LOCKHEED MARTIN

Name: corp.SPACE SYS Name: ,eponNAUTICS CO
Organization Code:05387-| Organization Code:B1755-|
Location: SUNMNYWALE Location: FORT YWORTH
Clearance: Top Secret Clearance: Secret e
Status: Active Status: Active

Number of Person Categories: 264

Person Categories Attached to Losing Organization:
Display Eligible Personnel I Display Ineligible Personnel I

Records 1 - 50 of 237, Page 1 of 5

Sort/Find By:[Name "l & Ascending T Descending Sml

Find:[ Find|
L Hame | _ Eligibiliy ] Select
ABUEG, ROLANDO Top Secret SIGMA 16 |
2138 AGURS, TRINA Top Secret Cosmic Top Secret (MATO) I
748 ALEX¥AMDER, DERRICK Top Secret SIGMA 16 |
4302 BASS, DANIEL Top Secret SIOP-3 I
4269 BERGER, MICHAEL Top Secret Atomal Top Secret -
0334 BERMARD, EDWARD Top Secret SIGMA 16
2085 BERRY, ELLSWORTH Top Secret Cosmic Top Secret (NATC) I
0094 BETTERS, MARK Top Secret SIGMA 16 I~ o

8. Click on the Gaining Organization: Select Organization button to display the JPAS
Organization Search screen.

9. Select the appropriate gaining organization from the JPAS Organization Search screen. The JPAS
Manage Personnel Changes screen will refresh with the gaining organization’s information.

10. Click on the Display Eligible Personnel button. The screen refreshes with selected Person Category
records eligible for update (Figure 42a).

11. Click on the Select All on Page button (not shown in this figure) to select all persons listed or check
the Select box to select persons individually.
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Figure 42b: Manage Mass Personnel Changes screen

<2 Manage Mass Personnel Changes - Microsoft Internet Explorer provided by EDS COE

=10l x|
J File Edit Wjews Favorites Tools Help ﬁ
=
#| Manage Mass Personnel Changes
*Ac‘tiun:lSeparation Only LI
Separation Type:lSeparatinn ;I
Losing Organization: Select Organization | Gaining Organization: Select Organization
LOCKHEED MARTIMN B
Name'CORF',SF'ACE Svs Hame: M/A,
Organization Code:06557-I Organization Code: MN/A
Location: SUMNMYALE Location: MN/A
Clearance: Top Secret Clearance: MN/A&,
Status: Active Status: MN/&

Humber of Person Categories: 27

Person Categories Attached to Losing Organization:

Display Eligible Personnel Display Ineligible Personnel |
WARNING: Processing more than 500 Person Categories may result in a long wait period. FPlease wait for your request to be processed.
Save Save Entire Organization Cancel |
Motice:

Under the Privacy Act of 1974, you must safeguard personnel information retrieved through this systern. Disclosure of information is
governed by Title 5, United States Code, Section 552a Public Law 93-579, DoDD 5400.11, DoDR 5400.11-F and the applicable service directives.

12. Click on the Save button to update the selected records shown on this screen.
13. Click on the Save Entire Organization button to update the entire organization’s records.
14. Click on the Cancel button to abandon changes made on this screen.
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Section 18 - Terms and Definitions

Collateral: Access to information identified as National Security Information that is not subject to
enhanced security protection required for Special Access Program (SAP) information.

Debrief: To remove an access level; requires debrief date and reason for debrief.

Indoctrinate: To assign an access level to a cleared employee once they have a completed
investigation or interim approval.

In-Process: To enter person into your PSM Net.

Notifications: The means by which you will be notified of any JPAS actions indicated on the
JPAS Welcome Screen by a magnifying glass just to the left of the Notifications sub-menu item.

Organization: An Organization is a unique code that has been assigned for each CAGE (Industry)
and UIC (DoD) within the JPAS system. The Organization’s identifier for Industry contains the
CAGE code immediately followed by a hyphenated “l.” For example, CAGE “1D020” would be
established as “1D020-1.” Each person within JPAS must be assigned to an organization.

Out-Process: To remove a person no longer assigned to your SMO.

Owning/Servicing: When adding someone to your SMO, you must determine if you want to
“own” them or just “service” them. The easiest way to determine if you should own or service a
person is to ask the question, “Who is responsible for updating this person’s security clearance?”
If you are responsible, then you should “own” this person.

Personnel Security Management Network (PSM Net): A PSM Net is a listing of everyone within
your SMO (listed by SSN) for whom YQOU are responsible for maintaining/updating their security
clearance information.

Security Management Office (SMO): A SMO is established by an FSO and can contain one or
more Organization. Each FSO must determine the number of Organizations they want within their
SMO. For example, if an FSO has four (4) different Organizations, the FSO could either establish
a separate SMO for each Organization or establish one SMO for all four Organizations. The SMO
is responsible for “maintaining” the clearances for everyone “owned” within the SMO.
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AM
ANACI
CAF
CAGE
cC
CNWDI
DEERS
DepSecDef
DISCO
DoD

DoE
EPSQ
e-QIP
FSO

ISL
JCAVS
JPAS
KMP
LOC
NAC
NACLAC
NACLC
NATO
NdA

NdS

NLC
NRO
PASCODE
PCS

PR

Section 19 - Acronyms

Account Manager

Access National Agency Check with Written Inquires
Central Adjudicating Facility

Commercial and Government Entity Code

Chain of Command

Critical Nuclear Weapons Design Information
Defense Enrollment Eligibility Reporting System
Deputy Secretary of Defense

Defense Industrial Security Clearance Office
Department of Defense

Department of Energy

Electronic Personnel Security Questionnaire
Electronic Questionnaire for Investigation Processing
Facility Security Officer

Industrial Security Letter

Joint Central Adjudication & Verification System
Joint Personnel Adjudication System

Key Management Personnel

Letter of Consent

National Agency Check

National Agency Check with Local Area Check
National Agency Check with Local Area Check and Credit Check
North Atlantic Treaty Organization

Non-disclosure Agreement (Non-SCI/DoD)
Non-disclosure Statement (SCI)

National Agency Check with Local Area Check and Credit Check
National Reconnaissance Office

Personnel Accounting System Code

Permanent Change of Station

Periodic Reinvestigation
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PSM Net
RRU
RUC
SAP

SCI
SIGMA 16
Sl

SIOP
SMO
SPA
SOR
SSBI
SSN
SVC
TDY
uiC
VAL
XNAC

Personnel Security Management Network
Request for Research/Recertify/Upgrade Eligibility
Reporting Unit Code

Special Access Program

Sensitive Compartmented Information
Reserved for DoE

Special Investigative Inquiry

Single Integrated Operating Plan
Security Management Office

Special Purpose Access

Statement of Reason

Single Scope Background Investigation
Social Security Number

Servicing

Temporary Duty

Unit Identification Code

Visit Authorization Letter

Extended National Agency Check
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